MIN7N 702 Tn VN
Libgll Jlnuall pihi @

Israel National Digital Agency

2/2024 990 21399 Y991

)
IR »1m9°w NpaoNYy

(Incident Response)

MIINTN TVINTN TIVN 13y

1Y NON
179WN AN - 2024 VOINN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN



L4 .
f,ﬁz;, ?ijlrﬁ - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

0712291 1990 — 199191 2219091

MYNN YISNY NINTH - 1p79
DIMIIYN NTIN VI9N - 2 779
PNV NYSNN DOV - 3979
PNODN MIYPNNN AMHN - 4 P19
799057 NYSNN ) 5779

4 )

- IINDN DVTN TN WIDT IO NV THON
L©HOMINDT HVPTN TIVNID MNNY NN DD

DPONIN RO VINIY 12 MUY KDY DI KD 0079 ND TNDNA 71950 Yy1I0N
3 39912 DY NIYN T1A01 NONW NIVN 93D

\_ _/

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TIn 2 TNy



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

P99

MYND WNAY MDD

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 3 TNy



NIN7N 702 TN VN Sa

oibgll Jhgyall plsi YW may (Incident Response) IR sm" vy npaoxy 2023/2 1991
Israel National Digital Agency MINDN HVINTN TIYN
995

MIVPHNN MNNI NN

incident response »M Y NPOORY MIYSN DAPY WP (M19UND7 IN 7781017 - 19N9) MINDN DVINTN TIVN

MYIY TRY TUN PI0 MYNNIND VTN NNVINI 29D OVPRI NN NANHN NSO >NPY — (MIR" oY)
YTV NN NN NANN NN ;IO OVPN 5112, Y70 NNVINI AWNND YN 5190 DIVN NN TIVNN
092 19907 Y0NDHN MNNNY OXNNA NN L(7XMIPYNY 1 1ONY) 9210M YTHN NNVAN DINNA NP \IY»

(709MYPUN HMIODN VIR ONY - NT 1IN IINDN DY 2 PIT) 7IDVN VI

: PADNN DXWVWITIN DXMPYN TINNN OO

SV POYN MPYAN DY IMDYN/ANYAYNI ,NYI M ,1IDIWNN D9 POMIN ,JNIRND NN - YIPNRD NN
MY N9HON MNIY IR >IN NIWON 1D N7IWA MW WINI 191 QLIVA NITY D91, TIVNN

TITX2) NPT TNXD URIN ATHN JOT PI9 TIN INNRD NYIN ,7120 NIPNN NYA - 120 SNPR D117) NIANN
— DN PYTINONVY D) NNIT NYIND IR NPT NNOVNXY NAPNNN NNV IYINY NPHVLINTN MPIN
IYPRN TONN 7D

19) DAY PIIANYIN TIN,NMPNNAIMNTPD AXD NN MADY 552 NIV PN NP - NNIYD NN NDON
MYPRD NNYIN NYIND MIXDNM DIRNNDND NYIT NWIN — VN0 TMITIPN NIPON PPN MPN PPNN NI
Y2)0 DMPN MY YD) YPHN NNLIAN DY DYWNPHN DNPNN D2 TYD WITH PIDN DMPYN 1NN TNND
L PTIO DY NNV YD N HDIY TIVHN MYIITI DTNV ,NPION NIVIY

21919 — 19900 900N 1 PI9) MYNN WINY MINTN : TI9970 MIN0N NN OMNNN N1 DX9INNN DINONN
L(170991977 IN 729N NDIAN VY9N 1DNY — T10NN YDNDNY 2 PI9) DINPYN NIIDN VI ,(rNINthNY
£)9NY - 11901 Y2N00NY 4 PI) MIYPNNN NN, (PHYENN VYV 1 1OND - 13901 ¥INDND 3 PI9) NYSNN DNV
DY ,(7MH9P9N NYSNNY PN — 1I10N YDNDNY 5 PI9) NIODIN NYSNM ,("MIVPNNN ANHN IN AN

.DMNIDI Yo HY

oM MAMNND MNNNN 12D HYNN ANNN DIYD NT PO 999N NIYI DIMIPYN IND D 9Nam
(99121 2919915 2 P99) DXMIPYN NN VM) NN MUVNINN NN )N DIYITIN DIMIPYY

MIVYPNHN NIPH

MIYPNNN NHIN 9Y NPNINN DPH DNV (2) DOMY HY NNPNY NPAN 11902 NIVY WSND DY MIYPNNN
(MAYPNNN RPN :1DND) WITID ,TIVNA IINNN SWNN YT-9Y N|INN NI NN

YIIN TY 57ND2) NINX DD MY TY DY MADN MNPNI MIYPNNN NAPN NN TINND MDD NNNY TIvNY
(6) WY DY NOYN XD MIVYPNNN NNPN DI TOV 19IND L ("MAYPNNN NIIND NP 1 1JND) MIDN DNV (4)
.MIVPNNN NYNNN DIV

DY2DD1IN NYINNN PYNN YT-DY DIMNN NMINTN/NIINNN DIODN NNXIND DXNNA NYYIN MIYPNNN NIIND
MNIN DD 5IND 12U MIVYPNNN NIIND NIIPNA ¥ ,7N21) .D3IINN NTY MYWIND 91952 ,TIVNN NN INJ
.DXMPYN NN VI MINNN MY ,NNINM 1IN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 4 TNy

1.1
1.1.1

1.1.2
1.1.2.1

1.1.2.2

1.1.2.3

1124

1.1.3

1.2
12.1

1.2.2

1.2.3



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

WUNIN DD 30 Y AN52 NYTINA ,N20 D50 NY D51 MIVPNNN DX DAY MDD NNNY TIVNID

D992IX ONYOD MAYIN MNII DIMPY PHNIND PNNN NN TIVNN NN PIDN DY MIVPNNN NNONI
ONY DOXNNA ,NMMND N DD, MIYPNNN G0 NN PLPNY IRA DPTHND DY D2 PRV ,NINRD 1T

2TYOIN INYT IPEYH DORNNY MIVINNDTD DIXPNN MDD NTIAYN
MISTYNNN OHDON AWNN NMININNDY NYD NYN 9PINAY DXPNN SPIND NY D2 190 N> IIYPNNN 99N
V0 nyn

MYNNN HYHIN TV

MYSNNI, NMPNI9IND,13:00 NYWN 1Y (179VN ,AN) 25.8.24 £ ININY XD NIN MY NWIND NINKD TYINN
919 3.1.5 9yDa VNN DIV NIIYN

MIND 7219197 NP MYSNNA P9 TR JWIINY YW NIN 1019 JWINNY PRI AT MYSN MY PN 93 902
99 Dovy

TYIA PDIZMY NOIYNID NYNN ROV NYNNA PNTN XD DMI90N NTYY, 02395101 NN NNPND 20 MPNY OXNNA
T PNV MYV DD YRR KDY )9ND 1.3.6 QY0 MNHND INTI TYHI IN MY DYIND INKD

IV MIPN IN NIIWNN HY DNIY 19N MPYLNN NYINY NINRN T991Y 7102 93 PaYna XANY YN Yy
SN MIYAN INYRN NN YNNI 70D TA¥0NY ¥I8NN HY L1903 YN NUIN NN $1931Y DINDY TUN MINN

12NN dXNPYY NTINND M99 1A WO MYSN NVIND PINKRD TN TY NYSN ¥IND NYYNN ROY W8N
MYSN NWIND NINKD TVIND THIDI MIAD DI MYNN NVIND PNINKRD TYIND 29D MYV YIIX NIND NNUMIY
AN TIWNN NI NMYOINRD 91952 P9 IWIRNN YNTN 19N IWIN OMIN 1I9INI NYSNN NYIND NN wpad
TID MYINN NWIN NN IN MNTIND NIIYNI NNIINNY NOPNY IWUNA TIWNY MYV Y3 7PNN KD WNNH
ANYSN NN WHIND NONN RO NIN TON NRXIND DX DY ,MYSN NWIND PINKD TINID

7772 DONANY NYTIN PTYDIN INYT IPOVW 29 DY MY NWIND PINKRD TVIND DX MNTY IRYY TIWNN
LTIV Yapw

02931 1929 NYav
: 1Y 1990Y 0»VIADIN DXTYINN NI NOAV PND

nyv atal %)) mMHr¥an
-- 18.7.24 19907 DIDID DY
13:00 5.8.24 DOWINNN T HY NINAN MIRY NIAYND PNINK TYIN
-- 18.8.24 MYSN NYIN NN NNXND TN
13:00 25.8.24 D991 NN MYINN NYIND PNINK TN
-- 24.11.24 DY TY NYSNN 99N
91012 DIVNANN DIINN DTN 122Y 973N DITINN 12 NPND YV NIPNa
HyY NHAVAY DITINN AP 199NN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TIN5 TNy

1.2.4
1.2.5

1.2.6

1.3
1.31

1.3.2

1.33

1.34

1.35

1.3.6

14



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

199199 29191 NYap
,2OY9 1.4 YDAV DIDINNN NIV PINHNN TIANNN 1D DNN L3901 MN0N DD NN ,DVVN KDY ,TNND 1M
S ININOY 9HON AVNN PN SNHWNNN WHIN DN DY LYTOINRN INNND

https://mr.qgov.il/ilgstorefront/he/search/?s=TENDER

79vn May ( Incident Response) IR »masw npaony 2/2024 9901 22199 1991 € DX1I190 NIMON NNN
MIINDN HVINTN

D9N2D MINVY

NI2YNY PINKD TND Q9N XD 7Y DI 19 MVYY DOV ,MIYN 1D YWY IN NINAN MIRY DINYD PINYHN W8N
972 7NIN2N MORY” NN DY NXOND MYNNNI ,DOYD 1.4 PYDa OXTYINN 1127 NYIV VNN NINAN MONY
39D 3.1.1 PYyDa VNN PPN NIIYNID ININ PAYN TYN L1900

195 ¥apIY PANRNA TYINN INRY 19NN MINY JINYY MIVIN Y3 PRY 912m

,NTTAN NIIYNY OYWIPNY IN ,MNTTNN NIIPNI DIV HPNY 299N N9NAN MINY DINUYD 19099107 ¥I8N
39N 3.1.4 9o¥02 VNOND

PYON 1901 NADI/PIN 190N NN NIRY DI N2Y KOS W8N

YN YYNN NNNND ,NPIY NI NP NN ONO INPN NNNND MORYD DNONNY ROV IRV TIVNDN
), WUNTY 12 MO LIMNN TN INYT DIPOYD DRNNA ,INN 7MY OYV 90N IN/ YNNI R NINIY YN
MORYN DI DY 2PVUNY 2NNN PN TIVNIN

DN MNIVYNN .3I90N GT2INOND ,Do¥D 1.4 PYDA NMAPN TYIND TY PYIAPIOY NINANN MONRYO MAIVN
IRV NN MOANY YINNM NIT NID

DYLY NYINN DY ST DY TIY DI NIINN ,NYSNY 19IXD ¥ 1991071 YINDNN TI9) YN PON NN MIWNN
Ban!

NIN2ANN MORYN D)) DN DX GN,17997 Y9909 NMINIAN DY DY M DX XYY IV TIVNN
DN NOX MINAM DMNY .MYNN NWIND PINKD TVIND 29D A0 I TY NN ,DOWNNNN DIAPNNIY
APNNN NYSND 19NN 19901 YDDDNN TI19) dNYA PON NN DN BN, 11991 972

220 1.5 yDa VNN WIIN DN DY INNI ¥IONN GT DX PITAD OOWNNN NPINNI

IN T2IVN 7D NI . TIVNN NN 1PN 11NN T2 IHINDNIYI AN NMMY MINANN MIVNN P 2D WHTY
STIVNN IR 2PN XD ,39997 T2 190N KDY AN NI XY MINIAN

99 NN

£ 920813, DONIN DORIN DI Y DINYN DIWEN P 171902 GNNYNYD DIRYA

D»WNNPN 99 NN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 6 TINY

1.5

1.6
161

1.6.2

1.6.3

1.6.4

1.6.5

1.6.6

1.6.7

1.6.8
1.6.9

2.1


https://mr.gov.il/ilgstorefront/he/search/?s=TENDER

1 1 . -
fﬂ;} 3‘&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

70N 1719195 2 PI9Y2 2 PYDA NVPNXPHRN MYIIT DXHYDIN DININNI) YN NNVIX SMPY PO WNNN
1,000 MNSY S¥ 72081 902 ((IR *M9W :19NH) NNIVYWD NN NDIN ;210 ONPN DI NIANN ; NPND
.31.12.2023 0YY 1Y) 1.1.2021 DY) NN DOV NNX YD TONNA MV Y02 ,09INNN Y92 MY

oy9a IR 1w \nNa,31.12.2023 DYDY 191 1.1.2021 DYH HNN NDPNN TONNA DONIYV MNSY DY 1P WNNY
.(OnPrem-y py nynwn) Ny19230 NNV 0NN THRD NINAY GUN MNIPYY
.2023-1 2022 01w 1onm1a IR >MYY NN 012 9270 MWNPR 5 MINSY H>nw pWRA IR qno annwin wsnn

MNaba TN 95 MWa MYV 500 NINSY DY 11D Y2 DNV NN SWIN 5 MNaY Sv ,nonn IR nns ysnd
DYDY 1Y 1.1.2021 ©YN HNNL,3IONY 2 PI9Y 3.4.1 PYOI MOLNNIN NMINKNN (13) WY NVIDYW TINN (9) NYwn
.31.12.2023

9202 PYTIN MNNA MDY DIV VIDY DY PO MDY DNV, NNNOYIN 3 MNAY S NONN PYTIN NNN WNNY
99102 2 P99 2.2.6 9YD2 NNIND ONNNA

029995 90 NN

)T HNIWI DIV TIND NPND WINNN DY

DYMPYN VINAD 1T 59 DY DIWITIN NIRWIT IN/ INOT IR MW IN/ PYT IR/ NN DI P23NN YINNN
DY DYI1DY,NT 1990 NIV DXMPYN WINIT TNXY WITH P79 DY Hannn ovan D52 DIV 191,11 19910 Niw)
99191 910N NINK MYNN NI OX VYN, MY NWIND NINKD TIND DPM DY DY

,DMNDY DN MNXPOY PIN 290 1NY DY DXAPN DINYIN NN [2.2.2 PYDI NNINRN NPIYIN N AN
3 PIN Y OWITIN NMINNND OININD TN XM 1976 — 17own

TINND DY INVP TUNN DY NININ MNINND ©HRN MY SHWH DIPI1201N DIDIN MINITA NP KD WSO
N POYIYS

AYIDD XNN INYSN , 0NN TAN Y92 MNP XIY $981) 0 ININ D391 9299 2.2-9 2.1 ©99YDA DIVNIANN DININD
999 1IN N

199122 MYSNN NWIND PINRN T3N3 YN BYPNNY BININN Y3 HY ,NINNK MHYIN 99N ON VYNIY
DMUN 90 ININY NIPNY 7253 1KY 8N OMPNNY GON ININ Y9 HY NINK MYNIN 99N ON VYNY
NY 90N NN 29 912N L7253 I1MYY DINN ININI ,0M0N DN OPPNAY P98 NINY 795 MYNN on»nn
SINNR Y9N 99K DX NIN 9NN 099 Y92 09pNnY 199

NIYNN HYIN
e

NYTINA TIVND ¥aP 10 OX NON 781907 NN MYSNNI NPN 1IN YN T9919Y MYSNN NYIN
DRNNA 2YA0 DXWINNIN DY ,NNND NIPNA .NINK IVIN TIT 2080 1.5 PyD2 VNN T19HN T2 DONINY
U1 DN ANNA TIVNN DDIOY MINNND

9900 972 0D’ 119D MYSN NYIN TNXD NIIWND NP

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 \NN 7 Tny

2.1.1

2.1.2

2.1.3
2.14

2.15

2.2

2.2.1

2.2.2

2.2.3

2.2.4

3
3.1

311

31.2



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

: D25V 2 9919 NOIWNI MYNNN DWHD YN

ONOWNNT MINTIND NOIVN MIYNNNI NYSNIN YOIN SV MNTIN 2DV
DYDY NOIYNA DIYIDNN NN NYNNIN NWIN 1DV
:INYVYNND MNTINN NN MMV

TONN NNOYN INNDY ,NOIYND DYDY YIT  TPRYWYNNND MNTINN NN DY) DIV TN NYSN VN
MNTTAN NO9YHNA DIV Y8IH \DMIN .MYNNN NN ADWY 9a¥N TIXD MNTINN DY NN 7YY ,NNvInNn
JUNIN NINYUNND

YNIN NVIN 29U 7290 TIIND IMNT NN NNND WA 1PNOWNNN MNTINN NIIYN DY TWNR NYSN WHIN

NIIVNN DY NINNN TPID NNAY ¥ MNTINN TONNL N ,NIPNOVNNT MNTIND NNYIND TONA NYPN Y2

.(08-6863100 90N N9V ,moked@mail.gov.il »7VPON INIT NN ,1299 - PNAOL)

— NV YPA DOVNAN NNYIND TON MTIN DY DD DOVIY
https://portal.gpa.gov.il/supplier/yahalom-teivadigitalit/

VNN DY .TPOVINDIN TIIHN NN PVMVIN DN NYNNN YWD NN PAYN NIIWNN ,MNTINN NIV INNKD
2T 0¥ WM 119017 19010) DY YN MYNNN NYIND NOIYN1A ¥ RTND

$701905” NN MWD

VATV MTYN DO NN NDND D191 NIV WAPY NPNIND DRNNA DIYaY WNHNN DY ,NYSNn nwin owd
9990 MXINND ORNNA,0XWITIN DINIPN DX NIIWND MOYNDY ,NIIYNRN NPNIND DRNN) NI 19INA

TRON NN TN DIV WM PNNINNA NNV TRYNDY DYTIN DAPNN NIV NYNNN NN NNOWN INRD
N2V THONN .IYNNY NYNND RNINOX NNNNI NYSNN DY THIOVNT DINN THON 1N NYSIN THDN .NYSIN
D9YN2 D) AN NOWIY NINKRD NYSNIN THDN 5N D) YIN8Nd

YND NVIND PINKRD TN GIN KD TIY DI INYSN NN )ITYD D3 W8N

MYNN L (19997 YTYIND NPYW VYD) TIDNN INPDNI NPY TIWNN TIY ,NIXNT MYSN WNNY IR NTNI
,D25TIWVNN 39901 MNINY DRNNA INYSN NN WHND PINYNN NN DOV 28N 172y YOI NN PIY
TN YN YNAD wAT»

YIS AWIND PINNKD TYINN INRD NOIYNI MIYSN WHIND 7PN 1 KD

1109 MY NPIDV MON PYI ,NIIYNI MYSNN NWIN NNONI

.(MB15 1y) N2 92 D Hron00pn ST TN DINAP 10 TY MSYNY 1N

(time out-> MPT 20) WNRNWN DY N2 ITYNI NPNINND NIIWNN IAY IV PID

STV TV, XIIPY NYSNN WIN NPINKD ,NIIWNN MDD IRY DX I 1IN DY : MIDN MOV MYN
SDYIT NIV MYSNNI MYNN NVIND TITHN NN

9912 8:00-17: 00 MYWN P2 ’N-'X DM NINHNN TPIND NNAY 1N ,NIRY IN NOPN DY NIPNA MO0 YPOY
https://mygovchat.gov.il/icr/bot.aspx?I=3 : "wnNxN VNN MY¥NINA N moked@mail.gov.il

STONHOMDN GIND TNNN NN MYNNN NVIND NINKRD TYIIN 319070 DY NX PIND ¥ 7)9]

SIPIMN MY MY NNV MYY 4 5Y DOV XD NPV NI NITND T 79N MDWN YIIN MINNIN Y3

YN NWOND PINKRD TYINDN MYV 4-1 I8P D12 IVIAPNY TYUNX NS MYN PADY 1NNN 1IN NINHNN TP

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TIN0 8 TNy

313
3131
3.1.3.2
314
3141

3142
3143

3144

3145

315
3151

3152

3.1.5.3
3154

3.1.55
3.1.5.6

3.1.5.7

3.1.5.8
3.1.5.9
3.1.5.10



1 1 . -
:_?EZ?I 3&’;’;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

12200 NN MYY HY NPIY 19992 MPSN NYINT MYV 4-1 NN 1INYI TUNDI INYSN NN YN TUNR ¥NN
A9 WY NHRY JY NNIYY IN ITY 150N NIYAN NNX NNAY POV XY MIPYUN NN ,NDPN DV NIPNaY

YN NVIND PINKD TVIND 290 NYSNN DX YIND TTYOIN NPINKRD 11902 W80 DY

NIV MOPN IN NWIND NIIYN DY DNIY 1O MYXN NWIND PINKD TYIND TINDA D NIVYNI RXAND YINNN DY
STV NIYaN INYSN AN YWINNDY ,T9Y 79900 W8N DY INYSN NN WHND YNNI WIS TUN MINN

12NN dXNPYY NTINND M99 1A WO MYSN NWIND PINKRD TN TY NYSN ¥IND NYONN ROY W8N
NYIND PMINKN TN THND NNAY DI MYNN NWIND PINKRD TIND MY MYV (4) YIIR MINAD NNV
TAVNN NI NMYOIRD A P9 IWARNN YNDN 1IN IO DN 19INA NYNNN NWIND NYIN YPaD MyND

.anoa

THMID MYSNN NYIN NN IN MNTINND NIIWNI NNIINNY NYPNY TUNI TIVND MYV DD AN KO wsnd
A9902 )INYSN AR WHIND NDSN XD XIN TIN INRXIND OX D) ,MYNN NYIND NINKRD TYIND

.09193) DINYIP DN DIYIINNN DIVAPHY NI W)

23501 VIVNN NIYIITA NT HHHAY 190N NIYIITA NNIVNIA NTIVN NNYYI IRDN NYNN WIND WNNN DY

MNN NN PAN ,DO¥0 ONNINRD G0N ONINA TN XIN 2D NN PN WD D WYY NYSNN NVIN
YTNN XIVN NN DDP INYSN NN WHIN DIV DY ,19907N MNIN DY DYDODN 11901 NIV DIMIPYI/NTIAYN
PN XY IR YT KD D MYV DI MOYNDN YN R TI95) ,MTYM DXV ,0ONMN DI NN PTI PIVIND

PPOM PVLIY DI DY NN DV INWI MNIN IN/A VIO

N, TIVNN DY MIYPNND) 1T 330 TNND YINOYW MWUYD WNNN T MAPNNN INNN NYSN NWIN ,q0N1
DOY YT MY NPNPN MIDNA PN TN (NN INYNM

YUNID DINNY INNX 9T 9I2),¥ NN TIO WITI 1AW NYSNN 2IN0DNI DIPN 952 NRDN NINN DINND WNNN
.MN

TIRND NAMN NIDINDY THINNA DIINDINT DININN MOVINN 29-DY TIY THDINY M3 P DINN> WNNH DY
PRIYO MAIY ,WNNT NN NAYNN DINND D) TNIND THOINN MNT 12T TIY NN 9NN L (TNSN NTNI)
NYNNN N1 ,MXN SYNIA NNINND YIAT YNNI DIPN . PIRNN DY PINDN) NYSNN NYIN MY 19910
7252 THIRNN NN MYSNNI NPNIY

099990 ININ IN/I VI U9 NNV T97 993 (27/999) NODIN ,NPPHN Y 1972 XY /Ma95) MIYY ¥I8NT NION
02900190 223 5¥ P9 IN DYWIIND) INYEN NN NINY 2990 NIN) ,MIYPNNN NHINA XY MY 1991910 2910102
9NN 9N ON NIN T 92102 091990

N2Y03Y DN OMIDY 37991 YINDN IR/ INYSNA YNAN YT DY WYY MIIMNDN IR/ NADIN N NPV D
DNINIDY NN NHNPNDN IN NIDIN X NPV YN DOYNND THIRYI NN DTIIND NTYY ,NNT DY .NYNIN
40N NYTIN YI¥ND WTIND NN 7PNN XD ONIINN NTY DY NIPNA 2TY0IN NNYT IPIW 295 IUY) KD IDIND
ND 1DIND DYNNNRN DMPYN NN IND WNNN NYSD DX DIAPD DIFIDNN NTY 1IN DX ,NT PYDI NNIRN DY

995 wm

JPDIRMD NAYA NWIND NNV, NYNNN DY NYNNN Y M0 TA91 ,1N>I2YN NYA WNIN NYNIN

229 1.4 PyDaY NYIVA VNN PNYSNN GPINY TN TY NIPINA TYN ,MMNIN DI DY, NUNNVY NYSN
NN MND NVINN NP TY,01 90 TY DY NADN NNPNY NYNNN GPIN NIINN DY WTIND IRYI 7PN TIVNN
AT NMPN TONNAINYNNN 12 NTND INWYI MY XD YN 371902 NI NN WD

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 INN 9 TNy

31511

3.1.6
3.1.7

3.1.8

319

3.1.10
31.11
3.1.12

3.1.13

3.1.14

3.1.15

3.1.16

3.1.17

3.1.18
3.1.19



1 1 . -
:_?EZR 3&’;’;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

YIN> HUN 9NN 28N IR DN 2NN NITN02 NIV ,MYSNHN HYID T¥INdY PN
DY MYSNN HWIN J19IX 22X NPNIN DDION MVYIN ,I%¥0 NI MYSN NYIN
1.5 99902 V9195 NTYNNN YWIIN DN HY VITVIINRN INNX NN PITAY DIYISNN

Y0

D°VYIH7) 092212917 DINYIN

DRNN2Y PRODI 99 HY (MY 1910 000N Y 3 PI9) NYNNN DNV MYSNNI INYSN NN WIND WInn Yy
: DN YTNM DNMN,DX200NN NN GI8Y 11 P2Y,DMRNND

AT NYNNN Y09 M INNY NYSNN DNV WITID DIN,27179) DINMIN ,WINNT Y09 D 12),NYNNN DNV
.19NY 3.3 Py LN YWNN TYUN)

N NODID NYSNN DNVY 9NN YO8N M0 PISN

P95 4.5.2 PYDI MVLNANN MR MYITL 1) ,99Y 2.1 YDA DIIAPN G0N NN INTRY NN TN
NOVID NYSIIN DAVY GNNHNN NDNI MR MYIITI DPINPN G0 ONINT NTRY PISN GI8Y 8PN OY M
T NMINDY DINN ,7a

MY IR IPYIT IR/ NMYIN DN PRYN INYSND NN GINY ,2.2.2 PYDIY QDN ININA INTNIY NN TNND
DIV DY NTYNN RNINON 191,73 19910 XIWI DXMPYN NINAZ PT 519 DY DIWITIN NIRWIN IN/ ITIN IR
1T 3990 NIWI DXNPYN MIND TNND WITH PT 9 DY HMnNnn DvIN 951 W8N

,DMNDN D) MIRPOY PIN 297 PANNINYIND WD I 2.2.3 PYDIY qON ININD INTNY NNDIN TNND
NAYID NYNNN DNV GN¥NN NDN,1998-NHIVNN ,MYANND DY DIWIND MMDT PNY PIN,1976 — Vownn
q0IN2) VIV NN WONND NP OYYIN M DYWL DY PINNY 91D KD WNNN OV PINAY THDMY M0 7PN )
=/) NAVID NYNNN DALY GNXNT NDNY ONNNA NN, NPT HYI ININ DY TI9) PN (VXN DY PINNY
DHRN NMIYIN PNYN IN NYIN PINNT GIN YNNI .NADIN 72X DY NN PIND W HPVIAYTION 13 NODIY YIS .1
D130 MYIN NONNNY 1N IWNNN SW INY OV PN RINWI 1976 — 175WN 091258 D91 MINPOY PIN 195

0N VPN IN,NIYN NN ,DPNDN D) MNXPOY PIN 23 DY "IYNN PPN

JON POYY MTIN N NYT DNN INYSND WNNN GIN D099 2.2.4 PYDAY G0N ININI INTNY NN TNND
/1 NODID NYNNN DALY GNINNT NDND OXNNA NDND DRNNA ,MNINKRN DNN NNIY INYH

:YP 97N PINY 2 PYD !
1987-37nWUN (17019 PPIN) N8 9 Oy NPOYY ININ — MNP DIDPID .2

MY NYMNY INND NIN INDIND G0N MPY 1NNY IN DI NIINY NPOYA HNIW AWIN DY Y NN G0 WP N (N)
IMNY DYHAN NN PIYN IR 0N XYV IN PNIYN-NNIIND ,IYND PPN NN NPDY NNIN M NDNN GON NN INHY
—avmn

TV KINY IN QOIN TIY DN PIN NTIPON 9 DY DYDY POYY MMWINT MNIYND Y0P DX DM (1)
; DOMIYN

901 T DN PIN Y5 DN DY SOVINY MIRPOY DY HIND NI PMDION DY NMIVN DPay NN NN (2)

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINn 10 Ty

3.2

321

3.2.2

3.2.3

324

3.2.5

3.2.6



1 1 . -
fﬂ;} 3‘&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

YN NYSN NWINA PRY TID DN 1D) ,NYNNIAY MM PIPN NN DN PT-TIY T2 NNINGD PN
IN YNNI DANYHN VT DY IN DY OLIN IN OPDY DY T DIV ,(12DT DY NIPHN) NYINdAD) 900D
Y NODI ,NYNNN DMLY 4INNN NONY OXNNA D1DN , NN

998D PHY ,1992 — 27vNN L,0219910 NN PINY 22 PYDI INITHIND L, DYIN NVIDVIA POY NIN WSNNY NIPNa
3 N9 NYSNN UMDY GNXNN NDND ONNNA,PNNN NI NYOIN INYNND

NDNY ONNNA DY 3.1.15 YD VNN ,TID THDINY M3 DY NN YNNI NYSN DY NIONNNY TNIY NN
N NODID NYNNN DNV GNNNIN

MINAN OY TN (3 PID - PNODI DY NYSNN DMLY DN NN ,IPNADN MPON DD DY) NNSY 199100 NN
NN TV TNY D3 DIMNN DNVI DD 1.6 PYDI NNNY DNNNA TIVHN DDIOY MONRYD MAWM
YPMYON TNNX D32 YN NTNYD MMXRID (DY NNNINDY YINNN TIRN DY NNONNN SYNND ,TNNN DTN WD
MYNNNI NPNY DINND NI, TIRN WA 7PN .3I900 ONIN DD NYAPI MANY DN MNNIND 9D2) 100N
1 N9 NYSNN DMVY 19NN ,INNIND DININN DN 977N 19907 YINDN .TA92 TINRNN NHMN

.DXML DPP NN IN MIVPNNN NN XD NI2TY ,19001 YNNI DNYID DMNPIN IN DNV YN PN
NN DID9Y HRYA DII99N NP RAN 199100 9NDNI ONYYD DINPIN IN DINPY Y8 ¥I8N 1 NIPNa
STY9aN NNYT HIPIUL OXNNA HINYSH

NHINNN 0NN INR T3 — OITIIND NTY NN IYNYS BN D 9N21M ,NT 3.2 PP¥Da DIVNNN DIINDNY ON*A
ININM TN DIV DNYA 277999 19992 DN ININA NYNNN YINNN DY NTIIY-IN/NTIIY NYAPY DN — 199NY
A5WA 1N NNRYY YWIT NN PINNNY IVNR )N 199191 2DWA 925 DN MHNYD YT ¥81n YOV IIN 1N 19910

STVNN OY Y MIYPNIN

NHNN ANNNNI N’Q9DIN NYSAN

955 1NN MY IT-DY NYATIN NMNNN IR NPADIN NYSNN PI9A TOD DIRNNN DIPNA DIVID WNNN DY
TADIN NYNNN P92 LNANY DXNNA ,0NA DINVIN DXIINN TAN T30 DN YT DY DIXINN DIXMPYN
,TPADON NYXNN DV MIRNNPN NIRNNY ONNNA ,N7YA NP TPIN DNNNN (371907 1IN0 5 P9)
A0 MANY ,0IWOY DD, DXMPYN YINIID DIDNION DDV MND,DX0MN YD NN )Yom

NN MY MIYPNNN NMPN TONNI NIYHRN NN STNY N1YW DI ,107yNn DIVYN NN NN DY HINNY 93D
TNV NTP DY NIPNY NOYN 2995 1ITYNN NNNNN NDIYHRN NPV DMLY DY NIPRI) DIWNY NNINNN NN
.(NVN 952 YITYNN NNNNN NIV

oY MIYPNNN NPN 95 TYWNI ININ 12N 1590 WNNN NYNN NINDNI W IWN NININD OHINKRI D1PNNN
NN NN HINKIMN,NIMNT HINX DY DD NNNNN Y2270 NHRY DI .7PNIND MNPN M2 115071 %9
XN DYDY TN MIDIND JIX DY )ITIVNIN )1NNN 29 DY IXINND NN

IN/Y DMVIADT NP ONPN ,TI9HDI MOLNINT NMMDVN MYIIT ,NINDIN MTIAYN DI NN VYD DX PNNN
NYIDN VIVNT VNN DI MY ,TIVHN DY MTNVH MYOITY NTIAY ONIN INA DN INA MOIN

.DOMPYN
NNONA T DY PN, MIVPNNN MIXD NINDNI N7V DIVYN DINND PN PTN NIRNND OXNNL IWN WNN
D7YN AN INR RINY T DY DIOIN MY RN NEON WM POY MM 17902 NDT MNNINRD YINNY 53D INYSN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 I 11 Ty

327

3.2.8

3.2.9

3.2.10

3.2.11

3.3
3.3.1

3.3.2

3.3.3

3.3.4

3.35



1 1 . -
fﬂ;} 3‘&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

D2>p NDY DY 45-0 NOYND PNNN WNNNY DI .7INTNN VN TN TY ININNDD D30, MIYPNNN YINI NIHIDNI
VY WINPT L PT TV IR PIAVN IR NRND NUIR WHIND WD DIV 000N MYIN NNNRD NYN
MIYPNNN NNDN N7YHN DIPVNN

GPNN OPIND MYV N7YN 29> OVWN D (4 PI9) NIINA DXVNNN DININD YN NN WNNY DWYNN
.DWYYNN NN TN

NIV 22D / NAMYN NYSN

1252 NINNX NYSN WIND IRV WNN

NV OIN L, GMYNA DOYINN MY IT-DY NUNNN NNN NYNN DMOIT,9MVNI MY WHNY PN

.AN52) YR TIVNN NINT IR DN LYY MIVN %)/192P PPOYNY IRYI 1PN KXY NONN PION

:VITN DY 1PND NMININM INYSN MO YNNI NMNNM TINNNND VIO 3T Y5 NN PN

IN 910N ,MYYNN NOY INPYY 1IN PINNN 275 DY IVINN 1T NYEN DIPIDN TYUN NMNON IN/ DYINNN
SINN INIYIVID PINN OY IN NN YO8N DY YYD

99 IN AT 9902 MYYN I8 TYUN TIRD IN DTNR DD 9392 KN RD 1T NYNN DIYINN NMNNIN IN/ DYNNN
ST 19912 MYNN YIND ININIVION NN Y W YUN

ANR NINNNY DIMNY 1D IN NT TI9N2 MYSN YNNN INN NINHN NN 119022 29991 1PN NY ¥I8NH
N0 YO HYMIND SNYA NYSN YWINND NINHND 0INNY 119D IN INYENN 91 NI IN NN NYSH YWIHNY
NV

ININIVID NINNN IN NINHN DY 02T 17 IN TT0N MAPYA NYWYI KDY 2D DINA NUNIN V8NN DY INYNN
+OT 99122 9PN

19992 NITH HI'Na

NOW VDNND ARV NI ,INN MAN TIPNIN NHYA IR/ INPA NORD NYSNN DX DIAPD 2)NNN IR TIVNN
291) NN NYSN IMPN HIY NIPNI M 11900 NN DV ,OMINK N DODIPN DYV O WPNND
STIVND NININID 2D NN NPVIAND NIV HOM,DYV N/ NDD

DNNNA NP MIN DIPIVNN JPNN NPT DY PYNRIN NN TWRD 02913 DYDY TY MNIY IRYI 7P TIWNN
DNNNA (012)0) DXMPYN NN WD IINDY DI ,0°901N DIINN NIV .DMPYN NN Y8 4.5.4.4 PyoH
MPNT,NTIAY 2921 2HYVN DIXNPYN NN PIDY NYRIN NN DY INDIDNI 7 KDY DI, TIVNIN NYTNPOwD
INY DOPIVNM JPNN NI NIDINNA M DXADNN DIINTN P2 DIXNVPYN NN .DOWITIN NIV MPNTIN
DXMIPYN NN PADY MNVYN NIND DY 1T M ROY NIPNI DOMPYN DX YN SYHWN NORNIY 1D ,0ND
229 9NN OMIYLNIN

NN MY DVPYI MYSNN NPYTAD MXINN MPITAN YD NN MYYD TIRYI DN NTYY IR TIVNHN
.D2TI0NN NTYND MMNONN NN YWIHIN 110D MYNNN NPYTA DY THIRINK 7NN TYNR DNPYVLN MIVHN DTN
APN2 VNN 30% — PN 70% — MIPN YN NIND PAON NPNAY NTHN NMINNX

11912 VNN DYDY 9D NYYIN 11502 NN NIN2

NYSNN NN NPT, 0N NI NPITA /N ADVY

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINn 12 Ty

3.3.6

3.4
341
34.2
34.3
344

04

4.1

4.2

4.3

4.4
4.5
.4.5.1



ININA 701N VN
ibgll Jlippall plAj

Israel National Digital Agency

May (Incident Response) IR »m9'w npaony 2023/2 19510

MIININ TVINTN TIVN

209N DY 2 PYDA DOVNNIN GON ININT NTNIY NPNRY NYSN - G0N NN NPITa

D939 1251 .3190N ONIND DXNNA 7PMNINY NYNNN 2DNDN D5 NPYT - NYSNN 9NN NP1l

WNND DYTIN NN TN NN JPNY DXT1901 NTY THRYI ,NPNIAYN NMYV IN 1IN0 NMYL ,MOLNYN 07DV
MY ,NYSN 99 D095 ,PT 990 PIMMOND MON ,TIRYI DXTIDNN NTY .PT D35 DRNN 09191 DOV
YNY2 MNIN DY NODIAN N DYV ,NIDN TPTINY INA JPIN IN DT 3990 MNNN 29 HY NOW VNNV NYSH
ANYIY DMNIYLN NINK DITIINN NTYI NVIINN OX NADIT NI

MIN MPrTa /2 20V

DY DDIINY TP 1NN MYSNNI DNYNN NIY MDNX 11N YAP» ON ININA YTHYY DIWNNN NMYSND
LONRNNA )P PPNOY 0N NINN S DY MYSIN NTNY 19N

TYINA OPPNNY MYITN DY) 1PNY 1YV MOPWNY DRNNA HOPIYNT MR 1PN NN YAPN NTYNN

1 (MYNNN NYIN

" PN IR N A7) TN
910N
20 YITIZ 92yN) MADN MYV 1,000 95 N2y M1 4 NN WNNPN PO | WIND PO
MYIT2 DYDY OIMINNA ,(DYD 2.1.1 PYDIVY May IR »my v
SVYPND MIDN) 199199 2 9999 2 PYDI NPNSPNRN | TIND) DD MNPY
(MW DTN NN ;920 ONPR DN NANN 500 Dy 59101
DY YNN NAPNN TONN YN T DY POV TIVN , 0>
.31.12.2023-5 Ty1 1.1.2021 DN N NOVNN
(0MNvV1
22 onnNN) IR MIN29IN 55 5y MMPI 2 5V TP | DY ONNPN INN DN NN PO
YT OY POYINN (319199 2 PI9Y 3.4.1 PYDI VNN | SMPY NN WNNN OV HONNPN
MYV 2,000 MNAS SV ONNPN 1D D TWUN ,PIDN IR WININ
MY’ ODI3N DIMNNNN TNV IN TANI \IY»
7997) 2 PIAY 2 PYDA LN VYT NNVIN
NN NN ;9210 OVPR NN NIANN ; VIPNRD
MOVNNT NMNNNNNN TN IN NNNA L (NNYY
NN NAPNN TONNA 379190 2 PI9Y 3.4.1 Pyoa
T2y 955 :9N2) 31.12.2023-5 T 1.1.2021 0PN
TOW PN DX N DXNNA TIPNIN YR NWITL TN
(90N MNXIN MY T
8 TN PYTIN INK WIX DI DY MTIPI 2 DV TIipN
YT DY POVINN (Y1910 2 PIY 3.4.2 PYDI LNND)
IN DN NNV VDY ¥ DNN TR DY TUNRDI ,PaDn
.20 PYTIN NI 1NN INY
15 DYDD MNYT IN NYIT Y MDN PN N NPPO DYDD” MT NN MNNTINNI
MPYY 7NNV NN NYIN NPION H91ON NN NYT) DOIVTY "YYPNR VPN NYON

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TIN0 13 Ty

4.5.1.1
.4.5.1.2

4.5.2

4521

.4.5.2.2



NIN7N 702 TN VN Sa
Gibgll Jlmaall piai = FN @

May (Incident Response) IR »m9'w npaony 2023/2 19510

Israel National Digital Agency

MIININ TVINTN TIVN

M99 NHP99N VY999 790 NN
90PN
NIST ypn5 nnNNND ONNNA N TiPNIN — D11 .9aya NMpoo poYov nYANN
92PN 1PN N 800-61 (DM PNYNY 1N nya noomn
10 = MYOITM DYHNNN 93D KON NI KON MIT | P79 ,INWN P, 505N nYoN OV
") 1IN VPN NONNY WYPND
D20NNN 25 NYYM 80% YW MDD H51ON MT NV
'3 8 = MWITM
D29NNN 995 NOYM 60% SV NDD HON N T
P35 = MUYITM
DYONNN 93 60%-Y NNNN NDD K150 MT
230 = MYITM
10 PND 4.5.2.3 9002 VNANO WINNIN DY MNONN — MsoNn
YN MMDPYAN DI nyT NN
DINYNN
5 955 MNYINN mNYInNn
WINNIN NYNM WNNPIN mooo
20 : DYNIN DINYNN VNI 1PN NNDNA VNN HMIND PN NI
JPY 6—TIVNN MIINY TPV DIMPYN NPLIND. (579310 7 970M)
DI 3I—TPNDO| ONNPN NNNDODTIN
23 3 -DNVIN DY, (120 Py 1M IR)
D) 4 — YNNI N WNNN NPIXPHRN MNYINT.
1P 5 — WNNN INK DY NPLINDT NPWINPN MOINDN.
P35 — WINHD AN MPNT.
100 210

089919 NYT INN -~ MYONN
MNMPON (3) NYIDYY TIVNN MDY T TNXD .DXONDN NYT MNINIWAT WNNN MDN NPT POND

APNY 12202 DXVNNN DITTND MONMNN TIN WD DIPY NND DNN YPN DNIN IRV WNNDN

MIVNN NTYIN DOTIDNN NTY DV NNYT DPOW 29 DY NN |, TIWND M DMPON IWR MMPON NPN2 .4.5.2.3.2
19999 INYNNA YINND PN OMNX NIMPY M0 ,W8NN NINMPOD NNAS THIRYI 7PNN D3I00N NTYY .NNYLN
MTIN NYT NNN NDIAPO WP )T DY MY KOV MNP 197,(901N INRINA YNNI NTHIY NN TNXD M1AID)
LDINONNTD WNNN IT-DY AP N DINNINXND MNPHN DY DNY DX N NN ,)T-DY YSIIN NN YNNI

10 9WUND ,10 TV 1 DMPN DDA ,1PNY NNOWN VIIDND DRNNA ,WNNN DX IVTY WPIAN DIONNN .4.5.2.3.3
95 SY TIPMN YHNN AVINY T NTNRN NNNX TIPN TNYD MTIPIN 2PN AR MNP NN 20N 1PN N
.DONONNN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 14 Ty



1 1 L i
:.?EZ;I ?Jma]lrtﬁ T 1y (Incident Response) IR sm 19w npoony 2023/2 1991

Israel National Digital Agency MINDN HVINTN TIYN

3mpy 2 MpY 1mpy spwn

MpYn ov

9NN aYLN IYUPH YIN VI

(1950 7Ny ,1PPpon ,0v)

100% | YYD MDNY WNNNN NXIN MYV NN
NONN L, NVMPY 0PN NN M)
L1127 NN, MPNTI V1192 NTRY ,POY
VNN YT DY NN (RINY MY 5 NPRNN
(>29H7N 8N MY 10 TWND,10 — 1 ©5D)
™o _ | P | 100% % 57N
10 10

10 P _

P MIN 1VP2) 4.5.2.4
,80 MNAY HW HOPIVN MDIN PN IDDPY MYSNN 509N ,80-1D I 71PN NYY HOPIVNN MDD 1INV NYSN
S TINY ,80 DY MODN 1PN MYNN 2 NINGY 1D XY ONX ,INIRD GN DY .NNN MYNN NPdTa 2DWH May
.70 5y 91791 MINN
MADSN MYSNN NN :/HadY  4.5.3
DY2OUN NIX 1YY MYSNN YD P TR WY NN PX INNY RPN ,NNIDIN MYSNIN NN .4.5.3.1
D9 4.3.2-14.3.1 DDOYDI DOVNONN
SV /H9IDN PHNT TP IR DTN NIV YAPN ,1PNY 5 P92 VNN ,NADIN NYXNN TP 2OVWa .4.5.3.2
PADON INYNNA YN DD AP) DMN NNIND IHINKI DXIYNN ,0INNY ORNNA NPODIN NYNIN
: N2N J9INT ON 1PN YAP» NPADIN NYSNIN TP .4.5.3.3
NYINON TOA WNNN YT DY YSION PNNN NDON T DY NNV VNN YIAP> PNND NYSH DDAV NIV DY N
1WA NPNN
(PYENN PN 1ON) NN 5N TOD INDD DXVNINN NNYN>PNNDD A
VINNN HY .0019910N NI 2T DY YK ,MTININ $990HD2 DIYNINN DTN MYAIN MY , 00NN Yo
.5 P99 MY ONNNA 125 NNR NPNY NN 1IND
.PYOD M20N TIPAIN DX DAPN INPA NORN NYNIN
: INAN NNDNY ORNN2OON TIP VAP MYSIN AN .10

P, =| 70 avsanvnn X 100
MN2IN NYENN PN

:IYUND
.NININ PNNN NYNNA NYSNN NN I7NDY 29N90N PNNN PN = Pn

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 T\ 15 Ty



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

AMA WINN NN /10y 4.5.4
XY 4.5.2 PYD 29 DY ¥aAPIY 290 MDINN 1PN DIDPY TIN ,MYSNN NIY Y00 TN Py Nt adva 4.54.1
1NN ONN A DY ,4.5.3 PYD 29 DY YAPIV 293 YNDN NN

YONs HYpwn 2994
70% MNP IO
30% YINID PN N
100% Y9PIVUN 8 57ND
NP2 TN NP MANN ,DIDOPIVNN DNINXY ONNNL NNT MYNNIN .4.5.4.2
IINYN) INYSN TUNR ,INPI MDD DOPIVNN 11N DY WNNN DX 199H2 NI ININ DRIDNN NI 4.5.4.3
2919901 MR 182 G0N ONIN Y92 NTNIWYD
SN NPTY OXNNA PP DN OWOW NN IR MY DN QONA IND TIVNNY Y35 ,Td0 DNNNA .4.5.4.4

UN OOV XMTN DOPIVN 1PN OWODY NI MW XTI D5PIVNI 11X )Y NN IDIYI) 9NN MIN DOPIVNN
291907 MR P8 G0N ININ Y2 NITNIVD INNND) DNINIYSN

AT OV PINY AUPN YWIRD MIMOVPIN INITI NOWIN (79993 HYNHNY 1 1OND) INMIT 71272 WNND NYTIN .4.5.4.5
VNN PYITN P39 TIN NN L4.8 PYDA 19991 7INIDN 1YNY NNINND NN XN 2N ,11IT NYTIN DDPY W8N
AoNY 4.8.1 Pyoa

,NNT 991N 1PN MDY 1INV G0N NN D52 MITIIYD INSN) TUN (TN IN) MYNN 2 P NIpna .4.5.4.6
NYN NVOYIA POY YN DN MYSNNN NN NN NIPN (K) IN ,INPL MDD HOPIWNN P8N NINY
WNNN - DT 1IN 900N 1992 — 1HWNN 019510 NN PINY 22 PYDA DMNNIRN DININD MDOIN INDMPNMN
DNV Y9 DY TIVND NTVIYN MIT DN YD 02N ,INK NIPN 931 (2) ; NYINR NVDWI POY INN 7D NN
DN NYNNN NN DT TPONDY ANV NMAN DOPIVNN MDINRN 11N YAP? ) 1PT29 DY IR DT MY 7NN
NYDW 9D D189 J9IN DI2) YTYDIN INYT DIPOW 290 DN 1901 P2 DM PYN/NMITN NN DN ONYY TIwnn - .4.5.5
aN52 ML NMNIN NX NNWY IR DDV NYNND IR NYSNNND DXPON DIAPY TIWNN OXYI 19 .10
NOoN

IN ANV MDD DOPIVNN YOINN NHY NYNNN NN IX TNV NOND NYSND IR NNAY NONNN IPNX DTYNN - 4.5.6
DV aN52 NPNNN NVONN NIMN AN MAIN IOPIVNN JPIN NOYA NPRY NYSNN NN SNWID NYSN
NSV NYSNN NN WHNY YNNI PV MDY 1NN INKRD NI DI ,0XTNPN DIPINO N0 DY DDINNA ,NTYNN
NTY TRV 7NN ,TRR WNND DOV NPADIN MYNNN NIRNYN 2DWOW 535 .INPI MAIN DOPIWNN I8N
99910 NN DVAY IR TN NDITD 12 NN YTYOIAN NNYT NPOPYY DXNNA D319

NV PYINNI 4.6

JPIY PYINI NWUN DIPNA MHINT INYSN WX YNNI INID THIRYI 7ONN OTY0IN NNYT POV Dy DTN .4.6.1
2V DT D) N MY PYIY NYNIN PN D N2

NP TN OADN DOWTIN 12 HY NAPNY IMN 21NN NIPIN TNVYN NV PYID TNV VNN DY SN .4.6.2
SINNRD NN YT NYTIN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 16 Ty



1 1 . -
fﬂ;} 3‘&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

TIV 92 NOIY N0 DN NN ,GPIND DIDNY INNRD JVIAN IN/ KDY NN KD NOND OY MIVPNNNY NIpNRa
MY PYON DY IOND O TYOIN NNYT DIPOY 29 DY 0017901 NTYY TR ,NNIND GPINA MWD PYON NYNN
VNN 922 NIND YNNIN IOYID DI MWD PYIN NT NIPNA .30 ININD OXNN 1Y IWPNNDI 139H2 NOND

PPOM PIIVIT ,PNIN DI DY 301D

D98N MNPHYN MINAN NYAP

INAYIPON IR DT 1IN MRNN 29 DY XOW NNUMIY NYSN D55 DN 070 MYSNN NPYTa 2a5wn ThX Do1
991 NN NY TN - THINYI 7PON DX31900 DTV ,NNIDI dND NINXN DY NDDIAN N NOYVIN ,NIDN PINY
DN LY NNOVN INA MINAN YPad) ,0PYNY IN ,DOWSNN YD DN N5 NNad - »1yban nnyT Dipdv
2PV 29D 515N, NYNNN NX DIDAD NIPRYI 7PNIN 191 NYNNN NN TIXD DOWITIV IX 171502 IWITIV DINON)
D991 NN NNPNY 91992) VYNNI NNYT

502Y N L(NT 25w NHYDA NHY NYSN MATY) NYSN DD DIDAD THIRYI NTYNIN D N0 POD 10N Wnd
MNINND NN TOW INN NIN D ,37900 12A0WN INYOD 25V TONNI 12ANDN IWR ,NONN PADN DY MIVPNIN
2OYD 3.2 PYD NNDN NIV YNNI NINNN 9IN G0N

LDION 1192 YAPIY TN KON 19INA DX371907 NTY NI dWND D¥ANNND DIWNNN

MDD ONIINN NTYND IR/ TIVNRD NTMIVD NADN /7 NINK MDT NN YD MY 4.7 PYDI NN XD N
IN/Y A0 ONDA NNV NYNND DNPNND ROY DI1I1901 NTYI/TIVNN MDA MIID,)PT DI NIDNI 13190710 700N
Y TRDNA DVWPIANN D¥INDNN DI 392 NUNNVY IR/ 9907 YDYDN TAND MONMNN N2 PR

AONND AYTIN NN TIN NN JPND NTYND 7P ORY A0 MYV 1DHNN NIPN1A 90N

,PPOY IMNT 91272 ©OPNTNY DIXDN DXV MDID WNNNN WITNTY ,NNYT NPOPW 29 DY TIRYI DM3I1000 NTWN
NN INNPN DAY DXPNNRN NN /INNNN NVIYW I 1Y O YW IN IOV NDYHIN MNP DY PNN MIN
NI TIY NYAPY TN WITTN YTNN IR NDNY ROW YN D2 PNIY W INYTOW INNR Y10 DI 19) INYSN
9090 N INYSN TIY PNTD XDV DI1I1INN NTYY THIRYI — 1123 XY YN 700 X 02171001

DN 21N GUN MY D120 NNT KO TIVNN DX 1DTYD W8N 2N INYSN YSND MINHDND YN DN
DTV NOVONN DIDID TYIND TYI FIDNDD INYSN NWIN NYN NONOY 93N P9, TIVNY 10NV ¥R O’
MINN DY NNINND TY — NI YaPI DX ,T19992 NN I272 D3NN

NTYNN 292 WANND YNNI WITTY (KR) : MDD NN IMINYD I TIWND 07N MYSNN NPYTA2AOWN TR Y2
,M1OY DN 339190 WIDH2I1NYVN PON DIV MNNRN DN DD DY TN ,NNYON M D IN MWNN NTY 291 INA
TIWNN NI OW NP2 0»PY (2) ; NINAN PYL2 NTYNN MORYD YN YITHOY THON D3 IR INYNN NN NN
IN DINTNND NN (3) 191 ; ¥190N RN DIXMIPYI DIMT DIXMPY PO DNAY DIINNI IR/ YNNN TIVNI

JDOMTIN NYT INN NDAP DYDY WNNN DY DINK MNMPYY

191 APON NN DMPY,NNYLN M IR DTYNN 292 WAV ,271PI) PO 7 TWNAD TIVNN M1N) NYOITI NIV W8N
ADNN AWITN NP VI DD NWIDY DY MDY XOW IIT P9 TIN 9oN

19993 NN YINND NNN MYITIN MY MNANHND

DINND PIR NN VRY DY 0D 7 TIN 1PNADI MIYPNNN NHIN DY DINND 2NNN NN WIIN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 T\Nn 17 Ty

.4.6.3

0407

4.7.1

4.7.2

.4.7.3
4.7.4

.4.7.5
.4.7.6

.4.7.7

.4.7.8

.4.7.9

4.8
4.8.1



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

MON ,TIVAN DDITY MINAN NIDN) WD NNINND 12YPY NN DY 121NN NIPNA ,NNIND I
9121 DOIN,DY21NNN DMIPYWA DRNY NINL(PT 959 HY 29NNNN MY 2719 19901 Y9000 NINN NN
IVPNNN DHIN DY MPINK DD PN XD H¥91 ONX D) ,D29PN P IIN DMNIPY 1D

(DOINN NYNN) 5% HYW MW NN MIIY 07N 1IN P99 TN TIVND NINNNY NN WNNN DY ,qoNa
ND 101D DNY DI WITM) DMV DPP 272 DMNYINY ,NIVPNNN NIIN VNN NXAINN NNININ
NN MXNND ORNNA 210N ,(NHIND DY NNINNN DN INNY

DYTINND MY DOMY NN MIN PR TINND 0D DTN NYOIX PAYND POY S TIND OD 91 NN
99105 DIV MY ININNA NINY IN PIN 190D DIV ION TIRNN D) ,NYSNN NYNIN N2 NIV INTPY DIWH
PN

NYTIN Y N2, MIVPNNN 229N NNOWND DT NN INNN DV 4.8.4 — 4.8.1 DXPYD MWIIT NN
JNY MAYPNN NN ,NIND YN TIVNN MOV (NNXYOWI) PN

12 TNV YNNI 12 NINID — AN PA —ORYI TIWNN R ,DO¥0 MNNRN DX XON> NI NOND YNNIV NIPN2
29992 1191 NIX DVAY INA (IPND 5 PYD NNND) INYSNIN

INYSNN YISNN NIND

ND IN/Y INYNIN 12 MM W) 7PN DY 3.1.19 PYDA DY VAN INYXNN 12 MND IRYI MY KD W8N
NN MNID IRV DTYND RN 2290 4.8 PYD MOLINNN NMAPNNNN MY ,7INN NYINT MA»NNN TN
(PYNNY PNY) INMIT HIVIA 2T AN NYTIN MYXNNRA DR ,NIPIYN NHVID NYNNN

WANY MHINY R DOMPYN NDAPY N0 XYW NIV D2 VIPIY IRY TIWNN PN ,NYTNINND MYYNR 0PN
2T 9 DY NN N/ TYO DI NYIAN MIAID )OI 1D IRDN INK TYN 532 VIPID 19) YTND NYIN IR NIYL DD

T 99 5y TIWND NTNIYN MDY 532 YD Y53 0T 11902 NINK IRNN DI Y1 3210 1070 D290 NNIRN

NI MNNN
i p)

2)NNN N NI ,POIND DRNNI DXMPYN DYDY DNYA VONNIN TYDIN NYTN DIPOY TIvNd O 9Nay
DIV TIVNN DX NNN NIPRY DTTY TN MIT NI MDY ONYID TPORNDIOPN IR/ TIIDIPN MND WY
NN ,ONN PON DI IN,DIMPYI INNRI TI9) 1990 DDA IRV N TIVNM ,)9INY NN

DT 93 NN ND OWINYY ,WTN 39910 DDIAY IN/ 17907 NN DV TY0IN INYT NPV 29 DY INWI TIwNN
IUNR DOWNNN DI NOVOIN 39501 DIV DY NYTIN NI NN NN M0 131901 DVIDY 933 .7 HWa NNA)
9012 MYSN WD

/ DOPIAD DY IWPNNY XYY TIVHM ,DOMPYN 1NN NPTYDI 10 MPN KXJ 19502 NOND YN0 W nNPNa
39970 NIWI DMNDNN DINMPY WX DY DX9DN DNYIP

D225V NWNND IR NINND DIPON IN NYSNN NN DAPY INYI TIVND

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 T\ 18 Ty

.4.8.2

.4.8.3

.4.8.4

.4.8.5

.4.8.6

5.1

5.2

5.3

6.1
6.1.1

6.1.2

6.1.3

6.1.4



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

DOIRNND NPTIO NINSD DY NOINN ,OTPMI OMNINVA NYIX NYIAPA MMM TIVHN NIy DMPYN NN
NN HON,TIVNAN DY NPVIAVNN N/ NPHINVIAN NINNND ONNNA,YITOY DI ,NPVIY OV MAHN
T 3990 ONIWI DMV VINA DY TP POYY KD ININ WX XD TIWNND IWN DTN .NTINA

PP N2 N THNND OIRYI P KD OWINNN ,DOM0 MY PYDI MMNND TIVND MMDT D30 N D 9NN
AR DTN NDN WNIND VDN TIVNIM 71PN 189 IN NODN 17NN DY DINOY

19991 NINDNINYSN DY WP YINNDD INDINNOY PII IR IRSIND NPINN DI INWY N 1NYLN M) INA TIVHIN
Y9N 9NNV DD NIN NNV NDD Y9N 1951071 D12 OX P2 19912 191 IND) DX P2 ,399199 WP N
39907 Y9N0NI NINN

L2170 PO NYANN NYXAN DI INX T 31200 MYPN IR WINN PRY DI THITINMT IHIMIPNRN VIWN MIND
DOV NINY ,TIVNN DY DM1I1500 NTY NIV 12 DIPHN VIYNN PN PN TN 7PN

TNNDIPRY VINOYW 12 MWYY PR . T292 NYSN NYIN TIIXD DO IWR ,TIVNIN DY 2NN 1P XIN 1Y 1900
NN NYSH MON

399071 799180 NON,WNNT NYNNA YW DU RO TIVNN WONNN DY IYIDT DN DAY YNNI YI8NN NYSH

.6.1.5

.6.1.6

6.1.7

.6.1.8

6.1.9

.6.1.10

NN NHYSNI WY .6.2

AUNYT-DY DYPOVIND DXMTPY OINNN DIXYY NI IWIDY T8O NYSNN 191N DX MDD XD 2PNNN 19990 TNy
PTION N2IN DINN DYDY D)

UPAY [, NYTIND NP0N TYINND DM 30 TIN DINYI 11902 101 ROV DOWND ,0°171900 NN NNPNY DRNNA
NPMNPN YT NNN ,ONONNN DY PNMIANINNL ,00I0N0N DT NIPIVINNA 39902 NONN NYNNA YD
POV DY THPRYI NN NTYNN .NDN DINDNND PNIY D2P5Y,NTYND P0AVNT NYPN NTHYL ,NNYPIAY NINY
DN 2%V DYONANN NINT NYINNN IN O¥INDNN ,NVINNNN DIPIN POYD 19901 YANNYNN YINY ,NNYT
NNV YNAY PPN TID IN MINDN TID NPIYND 51DY DN )PYN NNYTY ON (X) : DININ DONINDN THN DOPNN
NN NIIWIY MVIYN NYT NN TITH DN (2) ; NXN PNV IN NNDITID ,NOY NIND YON NI THN
D»12°0 NIIYN X DTN NTY DY NOVINND IN N2WAD MNY MNON NN M ,NTYND Y0aun NIy»
.DMPNY DMLY DIIDNA NTYNN MVLINN NYAPN DIYIANT DINIDI

3 P92 INYNNY 22 PYDA NXT PIV OIXPN IN MINDN TID DINNN INYSNN OIDN DPONY NIADN WIN
N DY .DMDN DN DINK DN DY MYSN D¥D2APN DIMYDY DIIDNY 7DD AWN NNIND NN 110D
MY PNND DNYT NPOXY 19 DY THIRYI PINY 03719010 NTYND NNDN PNIYA NPJMON NVONNN ,NNINRD
T PV WINNN DY 1IN SNYID NIYL YNRYINY YN NNIYLPT DI MINNND 91951 ,0°0001n2

92729909 YN POYY DIRIT P KD OXINN ,2019-0U7YWN ,DX2WN NIPM Y2090 YTNIN PIN MXINN NON
STYNN NVONN DY YYD NN YN OX G 171902 DINK DIWNN

,M9722
DPIVPNM WY D990 NTY

MINTN HVINTN TIYN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 19 Ty

6.2.1

.6.2.2

6.2.3

6.2.4



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

2 P9

DYNYIPYN NDIDN VINN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 7NN 20 Ty



NIN7N 702 TN VN Sa

Libgll Jliyall plisi m YW may (Incident Response) IR sm" vy npaoxy 2023/2 1991
Israel National Digital Agency 1 MINDN HVINTN TIYN
¥9h0 NNON

NNVLAN MYITPNIY T2 MWNTPRA IDVY OIMPY WIDND PNINDN DVONTN TIVN) TIVND TWIRD TYN 1Y 110N
(IR »1m1dw) 92vn »w1N IRIPD MM NN NN DN XMPY 120D O PN D110 YN

TIHNNDY MM W) NN L,YTI NNVIX SVPNRD NPNN NANN NN 1290 SNPR D) My IR >\myw
LN INNDY 189,920 NOPNN DY DXIPNA 9210 YN NNVIAN YNNI INN T HY DIY 110) )1 Hvd
.DINN 92D MDY NVIND ,I191D DY VDN NPT

ST THOIN AWR INYLN I IN TIVHNN DYV MDY DN MY NTID TIDN IWNRD VPN 1N 1290 NPN
DNNNDY ,IPNY N P92 NNINXD OXNNA TNPHNIY DY 19902 VMY ORNNA OONMPYN NN PIDY PavN DY
PNYPMINDY TIVNHN MYITHY

DN WIINRN NYIN L9320 IWIINT NN L9320 NIINY N3N — IR »mY
NNYY

: DYNIN ODINNA OXMIYN NN PAD? PAON

$MYIND NI9N

,TIVNN HY DPPOYN MDOYAN DY IMDVN/INYIUN , YY) MY ,MOvNn Y551 PO NN NN PO T1rd
19222 PNIND WP 12 THN NIDN DY NINAY PP PADN INN OVIN T NNDNI .INN qOIVA NOTY DD
DNV DARWNM (NDWNRNN YTIVN) PIMIMPI) TIVNN DY MIOND 0N O 1) TIVHN MNYIT MTIN NPPO
STNNN NYWA PR DI90N DY HPND NI DY

.(IRP) n9pn vnIn 535 UXIN NITIN NNHVIVORIMDIWY TTO\DINNNITA DY 1)22 2P¥9 PON NP
PIDTY NPPN NPINTINNG DY TIVNN DW IR NN 21205 MIva 09Y9 3 NINAY ,NPNNPN MIITN PIY
.DY9D1) DTN 12D VPN NYA NN NIY HOINN DY NT 1ND» DN NIV NPNNPN MY 4 NN DM
LTIY 19IND) 1ITHV AUR DINM MNPN 97y, DM DN 121D NIPNNA D1V NITION NN PNIYX 1IN
ANYLNI N IN TIVNN DYV MPYIN DN MY (WTNN DY Hd3

DY IN/Y WIATHY 29D 1NYLN 2D IR TIWNT MN) DY ,NYD NYN NMIT TYUXR ,0I)1P T MNY MYNII MANNYN
.DINN D»VIIYT DM

$929°0 WX 91NN NANN

.3 P92 4.1.8 YDA ONY IINRD DRNNA ITNN YOI PI TIN INKD NYIN ,712»0 NIPNN NY2

D9PNND NS IYINY NPSVNTN MPIN TITA) NPT NN

OOY NYINT YR NPT NNDOPON

.DYIPND PNV N ,MPNN IMNTPY 2NN NIINN 22OV 932 DIDVY PN NP

DYPPNN 7PN ORA YN 99T NN ,DNIYNI NN NT DI MNIXIY MTIPN NIPDNI PPN VPR PPNN NINI
MYININD MXDNM DIRXNNN DI 55101 TIVNN YD DRNNA XD NPPN N7YT NWIN — TN ORNNA D90
MVPNRD NN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINn 21 Ty

1.1

1.2

1.3
.14

.2.1.2
.2.1.3
2.14
.2.1.5

.2.1.6

2.2.1
2.2.2
2.2.3
2.2.4
.2.2.5



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

DXTPIN DPPWTIN MNIT NPON - YIPRD ToNN MY (DOMN PN Y cyber threat profile
.DMIVAN NPN YNVLWNT YINI DTV
TN RSN D DTV 12 TWUNROINNIY POY-DMV NP DN PION

VAT 0N 9210 SWPN DY 170N NYIN 90 ,NPN Y002 1MAVN DY WRnY> Pavn ,0ynywinm pono
MPN NV VINOY MVYD

TIVNY POD> PADN ,TIVNN NYIITY DRNNAY 1200 ONPRD NANN XMPYN PIND - TN PN MY
DT DMLINTIN DIHVPNM NN NN 919 PYTINN M PAT 922 TIFTYY HTIY 129D PWTIN NN
7290 MPNNK 1YY NDPN NPNYN NDPN MPAI2V ,NPN MVIY ,NPN 199 ,NDPN MNP 11D DaVWY

NNIND NPVLINDIN NPNP TN MNP YW 0NN (IOCSHTTPS) DYIYa DINK DN DIWIPRY NANM
TPV DINPN NN

$NYY N9 NYON

STAVNRN NPMIND DORNNZ MAD NP NYT NN ,NTHY M) ,MINYT NP

NPDN MAPYI INA NIND DMIVIN NOPN SNOLYNY YINI DMIOTYY DXTPINK DOIPIWTIN MMT NPoN
DT DIWPNN

NPPN2 PO M MODN NPLAYN MNIIYI NVPRI NN TNXD TPOVINT NPIINI MPPN NN
Y MDY NHYON MDIYN T bios ,7mIN ,NMayn MmNt TP NPN M ,NPMIYN NPHVINT
NYAPY TY NN PIT NYN NOD IR NYA TIVHN DN INDD DX PPANN YDYAN M0 IN PI0N DY ¥ 912 WITY
7252 TRDIIN NN IN TIVIN YT DY N1V NNDYD NN MYONR

IMIND NN PONT NPDVLINX MNYAD MXONN DIV WX H9ONN YN NMITY DMINT MMNT NNRXN
STPTNYA 0) NV 120 MOPNNI BY THNNND

2900 NN

TNXN .20 2 Py 29 DY TINM) 11991 29 DY DMPYN NAY IR NN Ty pavn ,TIvnn nw 1Ty ONNNA
YYIN .IPND VINDND DRNND YIPN ININ DIDVY NYITIN NINIY MYITIN NPINKNNL DONDIN 5 MNSD 915>
.3.2 PYD2 PNY NN LYND ¥IONY 1 P9V 3.4 PYDI NNIND DRNNA,PIDN YT IPOY PIDN NNN

:MPYON YN

NN 2VOXN P> MDOYAN MM .PIDN DY MDOYIN DN, TIVNN T DY IR TUN TN WP WIN PTI PION
NN PPOYNY 2»NNN PADN .92 YIPR NYA TIVNN NIY 2897 NNNN DINNIN NN 157 PN TIVND
210 .NIINNN MNPN MIAIY , 050NN 29 DY MIVYPNNN NNPN DD TUNI DXMIPYN 1NN MDY DN
PAY D32 YTHN MIVH NN DY IRINK PN TIVNN DYV DMVIASIN DIDINN DN YOIV WP N> MDIYIN
DXV 1NN YINN
: DYNAN DY2VNNN DININA TNIW MDD HIN

YTIND YY 50 MINGY SV PPN PADN DY NTIAY 11D Dya MVWN PAD IN PADN DY IV T2 NI
39997 DIV MTPY DXVTINN 6 ToNN2

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 22 Ty

2.2.6

2.2.7
.2.2.8

2.2.9

.2.3.3

.2.3.4

.2.3.5

03

3.1

3.2
3.2.1

.3.2.2

3.2.2.1



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

208N 9PXN2 DYDY 2 PYD NPNXPHRN MYITI DYHHIIN DIINNA DINPYN 1NN PO HYa NN
.31.12.2023 YD 1y 1.1.2021 DN HNN NOPNN YD ToNNna, My 1,000 mMnab Sv

DYDYV NN TN Y TIWNN YT HY IWITOYW DD DD NN OVIN TIVNN MVIY THYNo 291NN Paon
STIVNN YT DY URIN YIVINY NNSNOIWINY MDD DN

:YIPDTI MINPN Y0¥ 515 NANNN

3.2.2.2

3.3

3.4

: DN DN NPMINHNN X9¥2 D1 11915 1 9799 2.1.4 Py G0N MNIN DT WK IR Nmn.3.4.1

MY NPPN
(windows+linux n5yan mayn 111 ,po>T, 00 npn) DFIR avwnn nypn
MNITI YONVD DNYND NINDI
NPDLPLANY NPIPNVYN MPTN MP>T2
cyber killchain + TTPs oy npmy nyomn
DB nvpn
APTWeb application research ma5m nopn M¥Iap oy MIN
Vulnerability research
Firmware Vulnerability research
Malware Research
Offensive cyber security vector research
Investigation and Reverse Engineering
93 On Prem nypnwnb yn 3.4.1 9yoa HyH 0¥9yon 9o
SINYN P2 00D IWNR,TIVNN NWITO ORNNAONNPNN PO vt IR nnNa1an 55

MY 952V (NNYO NN NYIN 7210 OMPN D112 NANN) 1210 ONPNRA 519V NYYNI DNIY YIDY )PON
Y MYV 1NN MYV 500 MNSY PO

MOIWNA (NNYO NITN NI ,1200 SYPR DM NIANN) 129D MNPNRI DV NOYNY MY DY PO
Y TPY 1NN NINDD MYV 500 MY D32V YN8 PYA MNPIIND

MYV 9P>N2 3.4.1 PYD2 Y0 DXONAMNIN DININNNN TN X TAN NINON MTYN Sya > IR mvaHan Hs
MYV 400-1 NN ROV T

MYY 500 YW 7202 PYTIN MM )NDN O9¥1) 1 P79 2.1.5 PYDA G0N IXINA DXTMY ,NONN PYTIN INN.

VTN OMPY 1NN MNSY NPV

M>SYaN 5N HY NYTHN NADNN WITTY IXRYI TIWNN ,MIYPNNN DI0N MINNNNI DPYD ININRNN WD DN
NN NPV YN DN NINN IN/ NADN NYOIT DI PRYNY 191 ,00N1VPYN JNNA POYPY NNXN IVIND D IN/)
DTN INYT DIPOVW 29D HON,IIND NN NN OOMPYN 1NN

29 DYV TYVAN NYT NPOY 19 LY 1M WX ,TAVA TIVNN MYINI TINMN ,PI0N DY NN YOIN NaYNN
M>2¥aN 5131 NASNN NN IWROY IN MDOYAN 1IN NANN NX YITT TIVNNY 93353 91217 .1 T 53 MIRMND
M2OYAN DN NN XD DINRY DY DY YNON MDY SN TNRYNY NP> PADN YY ,Po0N > DY
STIVNN MYIRD 9I1952) 99MNN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 23 Ty

(1
(2
(3
(4
(5
(6
(7
(8
9
(10
(11
(12
(13

3411

3.5

.3.6

(1

(2

(3

34.2



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

TAN DD HW INPNINPN NN L,NY D53 ,N9-DYa ONX) AN52 DN ,)INADY PIXRID MDD NN MINYD WY TIVNHN
.PODN DYV NN M12NN

MY HnH

04

3.7

W97 NaNn »mt - (SLA) M9y nmnx 4.1

M9 VINAZ) NAVIY NPINND ,NPIDND MMNAYTY YITOY NPITN NITIND TIVNN Y1205 NN MVWN MINN
INN 29-DY PADN MNIANNNN DPPY PADN DY

MPYN 011N 1Y NPTA SLA m2d Pa0N ,NT Y02 INNIND DY G0N YNNI TIVNN NYTY DNNNA
NPT 30 TY DWONOV MY 9N 24/7 D

2N INA MPY MNP MDY NN PPNY DXONNY NANNN NI TINYD 2»NNN PION

959-5Y 191 121D VNN Y DY NYY» NPV PN, MDPNA DIVY NANNN PIT,MPY NJAPD NNRIPN PIN
MIYPNNN DTN DXMPYN NYION VINII DXVNININ DININN

SPRYTA 7 90 NADVA NYTIN MYNNNI PODN 1D NNAY INYA 1P TIVNN ,MPY NP INX 19PN Y5 20
.DODINY NINX TIT 922N

PNOVNN MOV DNPINND DNV D902 NIND M) DI MPY PO TIWND PIDN LY

MPYN TNA DIRIT /TN NADVLA NYTIN PADN MPXID NWY IRV 7P TIVNIN

VI NYNY TYN IN DY) 9200 YIPNX DY NI MDY MINAPY DINAN N2NNN NI TNYD Pavn by
2 PPN2 VNI ORNN (PIIND

199100 YT — 919°0 11t 7 NN YR MIPYN 1M | o NN nYPNN Mo
nYpnn
MPTVINTY | D) 7/24/364 MINT 7/ NP NN
oY VYNY MmN 9290 N
(M>
nywn Yy N1 nopna SHmon nonn | 9o) 7/24/364 | TUN WX DY 9290 MR
PININ MMYNRI NIV 09N NNIPN NNPND | DY LYND MVYN | NYI2 NYND
NN WATH NN 1PN NNIND NYIND TY (M> NIND
NTYI ,NNNN D) OPN I MW
(19 TN

P90 DY MNINM YWIN NYIN NWITN NN
M, TIVNN NYIITY DORNN WIVRND JPNND
NNPNY TIINN MYV 3 TIN 7N 1PN NYIN
NIPN

,N9PNN NINAY TY PPN J9INA YN NHVN
NINY )M NTIAYN MYV 1N NYIT 71T 501
TN MYYO

4.1.1

4.1.2

4.1.3
4.1.4

4.1.5

4.1.6

4.1.7
4.1.8

9UN NINN HY9N 12)2 0NN 4.2

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 24 Ty



1 1 . -
35333 Z‘EL”JJ.}?BQ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

VNI DOV DN PODN KW [ DO¥0 MITNNN NVYN MNID) MPYN MINXI TINY KD POOM N2
APNoY N2V DD

NN NYIN DY NN NNDONND THINIVN DIVP DY TITA NUYN D12 TIwnn >T> DY DMNIDIN DN vINN)
INK TIT 992 N TIWNND DYLN

VYN MIIY ,P90N TH NINK MNPIV D NHYON TIVNNN YIIND 1D 1YV DOVNNT DM PN N
MNIAN MY

99190 MIYIIT) NN 123 NN NYIN
JYPN WY 5 131 1 1,000 5 NNPY N NOPN NNAPNAD OVNIN MIVNRD NINNN
My
NNNI NN NYY 95 P2 @ 5,000 DY NN | 7 NP NNONI YN 921D PN NIV NONN
.PNIN D19V DY NYV I X2 IN NDVN GPNIN NPV DY
NONNN NMOX O 9D P2 @ 5,000 DY N | VPR TONNI XOY INK MDY DI NPIDNI NN
.MPYN NPADNR 9290

n»ovS

WP PTNY SV IN/ 19W MNYON 9355 2NNN PADN ,BI0NN MNNNT NN YINY 29210 POD 101 Wwnd
AT YN DINHN YO NNN SY MNTIPY Y NPHY TIN,1981-NHWNN ,NPVIDN NN PINS ORNNI

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 25 Ty

4.2.1

.4.2.2

4.2.3

5.1



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

3 P9

PNV NYINN ONO

nYSNN VOV
VNN YOI PN - /N NOD)
DOVINPN G0 MNINI NTNY PN - ’a N
1976 — Y/5un ,0»NN DIN) MXPOY PIN 297 PNNN - ’) NOD)
(NP> DY) 1976-175WN , 072N DN NMINPOY P2IN 29D PIsN - 1-3 NoD)
MO POY” MTIN N NYT NN - 1 NOD)
pAvdlnba) - 1 NOD)
DY TINI VT PRP NMIT PN - " NOD)
NYIN NVOYIA POY YNNI NPN I2T2 PN MY - T NAY)
TNY NMYONR - N NAD)
D2INNN 19997 YINON - O NOY)

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 26 Ty



1 1 . -
:.?EZ?I Z‘EL”JJ.‘;& - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

= NYSNN ON0 ~

1159
D>11990 NI
MMINDD HVIPTN TIVN

19913 993y (Incident Response) IR y5m9'w npavNy 2/2024 529319 99 NYND 113D
(739919077 :190Y) INDD HVIITD

nVN OMD/OINNN , D.N/3. 000 [wewn ov) /7N
7792 DXVLNANN DY PNNY,NT NYNN DV NI L1157 7INDNA VDN L1710 NONYNN NN NN OY/YWIN
. (19050 NYNNN) 5

11909 V999199 0N DT 19919 P2V WINNN DYVN TWPN YWIN IV .N

na1mo ov

Lok T NIV TIVNI NSV

MIVPON INIT NAIND

INYSN NIN0NI YIXNN MMNAPNHNNI MINSN

A3 IYSNN TI9-IND PON INNN PND 5 PI9aV Nda0ON NYSNN .1

MAMWY 12170 DX P TN TN DTN NAYNI MAMY, MY TNT . TAN DIV INPH NYSI YAPNN NI DO N .2
PIND IV

PO YT DTN NI, TPNONIVIL D) 11001 NIV NON 1N DXV NPADNI 1102 5¥2 NNMIN NINY PISN AN .3
99107 ONIN 535 ORNNA OXVITH OIXMIPYN NND DIVIITN D10 DIYNNN)

NDY DONIDNA ODAPN NN YD OV MPON DI DY 399191 NIIND DOWNNN DM DI D NN PNSN NN .4

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 27 Ty



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

,DMINTY DYINRNND ONMNOINNINI OIXMIPYN 1NN D¥I1DN DININD DI NN ONPTIY INKD NYSIN 13 NYNN M0
DONN DNRND-N N DX ,7132N-N DY NIYV DI DY AN 9NN NIN)

MLMNVIN MYITN DD DXRNND IPND DIMPYN ,110HD NITN NNYSNY DI 9D ,29NNNI DN NNIND 1T
20992 DYXMPYN NN VIVNI MOLNNIN MYOITY DXNNAY LD ¥IONN ¥INDNI

MOLNINN NPNNPNRN MYIT D DY DMNY DIXYSINT DIXNPYN 2D 2NNN DN ,ININD NPODIN MY AN
ANWNA 2 P93

,N19Y991 )NV NI 1 D910, INNIN IN MDY INA DIDIYN DD NO5ID D)1 NPADON NYSIN ¥ NN PNND NN
NMNX N2 YD 191,0°N1PYWN NJION VIV NTIND TN P2 VNN ,DOXNIVPYN VINIL, PPYI INA PIVINI
NN WAV TP OIIND ,NTIAYN D DD NPION WY 02D MY, 0OMPYN NN TINXY YNID ¥
2719) MY, NPINK,DIMPYN NN TN YITIN DTRN MD NTHYN , DO MPYN

IN TON ,MNYHNN RID PINRNNY J9IND YNNI YT DY 1W0INMIN 1T NYSNA DO TUNX NN IR DX PNNN
(2299 118 QYN MIVNN MD2P VYNYD) TNN IININIVID YN DY IN INN WD DY WP

N IN T TI9D2 MYNN PN TUN TIND IN DTN 99 292 NXIN NI 1T NYNNA DOWNN NPININ IN/ DX PNHN
(9599 !N QUN MIYNIN 292P LYNY) NT TIDNI MYSN WSNY HNONVIN NN D W TUN

INNX NINNND OIND PO IN DY 119N MYSN WHNDND INNK NINNND NOND PO 27VN0 7PN KD WNNDN
N YoN NIYMIND PN NYNN WHND NINNND DINY HNDNI IN T ONYNIN 9N NI IN DM NYSN VHND
NINY

YWININIVID NINNN INX NINNND DY DT PTIX ITON MAPYA YY) KDY 2D DINA NUNN NN DY 1T NYND
.Y 9912 NN

25% -2 PPYIIN PIYNI NPINN — NT PRIYD NPINN) 13902 INN YN YT DY PININ IN PIINN IONX WINN
;1968-N75WN ,TIY M PINA NNIYAYNI DINK DY TN NPINN MY NVIIYW HOYNNND TN IN

19902 Q0N YNNI I NV IYNNIND TN IN 25% -2 PITNN PN TAX D)

.3 19902 DIMPYN N DY TWP L1190 INN SN DY MIVND 192D 1IN WINHN

IR VYNY) PPPNY IR NPYD ,DIVID NIND YND NINN PN NN PO 71123571 ,7PVI DI DY 1T NYSN
PINKD TYIND 12 D3> 90 DIN TY NNON TNN NN 22NN NOPIND THYN XXM (31907 790DHN2 wNoN2
TAIWNN OO N .NYSNN GPIND DN 191D 7INDNI MNNIND MXNNN INYD 932 ,37190D NYNNN NVIND
D0 DD 90-D NYNNN DY NOPIN NOINN HY WTIND NV

NYNN 93 9IN2D XOYW VIINND IN NN NNIRNNT NYINN NN DY VIONND TRV D3NN NTYY 1D N
STIVND NMININOD 2D DX NPVIAND NIVNA DIM TP NN VAT IN NNV

IN YD T TN MXNN 9 DY ROW NYUNNY IR/ NNYIY NYNN D 21095 TPIRYA DO1I1DNDN DT D O N
APON

ADOYW IPYIT MY NPNPN NNOINA PN TR DIMPYN 1NN DT 1990 TNXY LINOY MUYD 2»NNN0 Y)NN
VNI 9D 9D WIT 1D 1ND .ONIDNN NTYY DY 2N NVONN NNYV 119D NIND NYSNN NN 1D OH N
DT OV PTOINDINN S TIVNN DY NINNN SYNIN YT DY 4 P9I 9NN DHIND NDONNI MMM MIYPNIN
VI 39910 1 9999 4.8 YDA WITIN 271971,71INA WITID DXNIVIA DPP 1272 DMNYIN MINIY MY NI
DN WNNAY TIVNN P2 TMIVPNN INNN NN NN NYTIN D M

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 28 Ty

.10

11

12

13
14
.15

.16

17

.18
.19



1 1 . -
35333 Z‘EL”JJ.}?BQ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

237 NVOVA YIPTN KNNI N NI YNNT TH MYIAN MOMNND XD 1T 1T NYNN NYIN 01D 1N ¥ PNINND PN
99192 NOVY 953 1TIPANI YNAD DINDYY DIV INA

LDYTTNN NN NANN ,NT PONA YNNI NIDNN XD ONX DI )T 119D NI2INA NYNINT MIA1NNM 93 159 T

DY21957 DINDNN IN DXNYDN ,0>TNIYN 1PNY 399195 1 PI9Y 6.2.3 PYDI LNHNY DXNNA - )POND NYPA
MWINPN TID IN MINDNI TID NIPWND MYVI) DN POYY 19902 DIINN DIWNNN VINND YR WNNN IUN NYNNI
DY MYNNA DY2APN DXPOYOY DD 1IN .(D211INDN NN NNPNY (N)21 MPNA WD INN PN 9D IN
PINY , 0219900 NTYNY NI0N 1Y PNDN NVINNN 2O YIT INNIND GX DY .DMDN P DINN DIWNND

T 99 MINMND 91952 ,0°50002 1Y PNNY NNYT DIPPY 29 DY IR

NOYYNN NYINY 7113%) 9PYON XY PYO/TNIY 9901

XN NN

:PIRN L TIND MmN

:T2PNNN OYNN MYNNNI

TPON ov

TPan ow

PTINY MYIN

IwNnD, NN ONPYI TNY NYHN MIN
DINNY DINDIN Av) AT I ) =) Av) AR I )| NN NN
2392 Y TR DY 1NN DN ) 1T NYSN 1Y YNNN DR MIAPNN DIPMININN 2D 8NN DVI

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 29 Ty

.20

21
.22



NIN7N 700N WN Be

oibgll Jlunall pisi = @ aay (Incident Response) IR sm9*w npaony 2023/2 19510
Israel National Digital Agency L MINTN HVINTN TIYN
NRMM NN 1PV 190N TIND

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 30 Ty



1 1 . -
:.?EZ?I Z‘EL”JJ.‘;& - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

N N9v)
YINNN 2099 NN

TPIN DY NHNN NN DI DY D >NINIINY INND AN JAlIaTAIRATNS
119N TR N/ PNNN 1D NYYR XD DX PINA DXYAPN DIWNIYD NN

(81307 :191) DYLN TPANI N/VNYNA N

ANYA NYOIPISN NNY NI/TH0IN
272024 9901 21219 1991 NINDN MDINDN DVINTN TIVNI DY IWPNND YWPNN WNNN DY DY PNNN DY ONIN
(73991077 :19N9) IIINDN HVINTN T May (Incident Response) IR »ma'w npaony

: (OWIN2 DIV RINY 29D THIIRN/NIANN OV) N2y W8N oY

: PDNIND YNNN OV

:MTHIRNNN N0

: DIV PIRN

: NI 90N

YN POINY 190N

£ 22 112wN 1900

W ® N o n R W

: DNYY MNTN Y9010 DIMTPIN V8NN DY 22NNNYY DINND DYXONDINN MY .10

) : NN DV DV DY N

ST NAYY PN :PPan

: TONN NONT oopy :9MNYT
Gy :ANOYN DY VPOV A

ST NAYY RO RIL L :PPan

;NN NONT 0P :DINYT

[anrpn X o] INY 7 10%a YNNN DY 1ONNND DN YN (11

: PY DN ,NNMN NIDIN 1D MO0 MYAIT .12

:1976-1"9wNN 01NN DN MNXPOY PIND 22 PYDA DNITHIND ,WISNN DY NN doya .13

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 31 Ty



1 1 . -
35333 ?Jwa—lllrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency i MINDN HVINTN TIYN

:YNNA NVYHYVN YA 14

NN DWHT YPNINN 19IM ONDINN PPN PNY Y .15

/970300 NNdNN

127 T NMYIN

YTIwna TY 92 /Y9N D2 YD A N/AUND NN
MY NANY NI/NNPT IWUN /M NIV
) NNRD NN PANND N/PDY 2D /PNIMNIY INRDY [, TPYIR D N/ 9901 3.0

NN/ONN 97N NANINSN MND) /YN 1D IWYN/NYY KXY DX PIN2 DMNIAPN DIWNYD N/M98 7PN/
.Yy

MM NN YT 9010 TIND

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 32 Ty



L )
3}23}? ?J?;E'ﬂﬂgﬁ b'. aay (Incident Response) IR sm9*w npaony 2023/2 19510
o]

Israel National Digital Agency (] MINTN HVINTN TIYN

/2 N2Y)
MIIN MHYIIT OONXPN 90 ININI NTNIY 9PNNN

TPIIN YD) NNNRN DX I ODY 1 ININNNY INND A aliaTalRAINE
1 )PNDD N2 N/NNND )0 NYYN XD DN PIN DOIAPN DIUVNYD 1179

(yr89n7 :OND) DYLvN TPANI N/VNYN DN
2RV N3 HOPIXN NNY ND/TH0IMN)

2/2024 4901 %3119 19913 NINDN MININ HVIOTN TIVN DY IWPNND YPINN YNNN DY N PNINN NYIY IDN
(11991177 :19NY) INDN YY1 TIvn M3y (Incident Response) IR »m9sw npooNy

11997) 19999 2 P99 2 PYDI NPMINPHN MYIITL D¥IDIIN DIPINNI) YN NNVIN YMPY PO WNNN

SV 72081 9p>Na (IR 5992w :19N1H) (NIWD NN NN ;9210 OMNPR DI NIANN ; VIPNRD

oYY TV 1.1.2021 DN 5NN DNYNN NNKX DI TONNA MY D52 ,090INNN D21 MIYY [ 101077 X XI1)
.31.12.2023

5192 IR >MPPY \Nna ,31.12.2023-9 19 1.1.2021 DN HNN NPNN TN DOV MNGY S P02 WNN9
{(OnPrem-) Py NPNWR) NPTIDN NPAVYN DNN THND MNGY TWN MMPYY

1 0YPAN PO

.2023-1 2022 ©»wn o2 IR yM Y 1NN DN 9270 HOWPR 5 MNSY DN PRI IR 905 gnnwn ysnn
1019 PNY

02-6664666 :)1970 9073523 n*ywin' ,n'7wnnn N ,1 N7 78IM 2N ,'NIRTD 70'A0Th YN

92 TN 33 Ty



] .
'f,ﬁzj-,' ?ﬂ’:ﬂﬂ;& b'. may (Incident Response) IR »m»w npaony 2023/2 1451

Israel National Digital Agency (L MINTN HVINTN TIYN

MNaYa , TN 95 MY MYY 500 MNAY HY 11D OYHYa DNY ,INY OVIN 5 MNAY Y ,nown IR mnx wsnd
-5 Ty 1.1.2021 DYN YNNI L3990 2 999 3.4.1 PYDI MLNVNRN NMINKNN (13) WY NIV TINN (9) NYwn
: DMPIND VY PN .31.12.2023

9202 PYTIN NN NYYNI DNY VDY DY 11D DY DNV ,NNN OWIN 3 NINGD DY NDWN PYWTIN NNS WSND
SN OVIN VIV OND 110N 2 PIFY 2.2.6 PYDI MNND OXNNA

VSN MI’N

D9 IN NIVNN TIVNI ,07 T2 500 YN 915N THNN) DT MNIPY N2Y IR PNITPY 1NN WD PO

1 9995 2.1.1 y0aY WITY 712¥0) MADN \W» MYV [ 710177 1IN NXo1) PO WNNN — (DMNINVLI
MWYPR DI NANN 5 WIPRD NIDN) 39910D 2 PIAY 2 PYDI NPNXPNI MYIITA DD DIMNNI (YD

. 31.12.2023-5 1) 1.1.2021 O NN NOPNN TONNA WNNN YT DY IPNDY ,(NNHWYD NN NYON ;121D
NwWw» Myw 1,000 -1 05NDNY WITI NIYYN TO .DMNNN DIMINNY DXNNA NIYHON MYV NX NPV XONY v
UPIANN NMPNN THNN ,NOYM

02-6664666 :)1970 9073523 n*ywin' ,n'7wnnn N ,1 N7 78IM 2N ,'NIRTD 70'A0Th YN

92 TN 34 Ty

.8

09

X



L4 .
o ?ﬂ’:ﬂﬂ;ﬁ ;'. may (Incident Response) IR »m 1w npsony 2023/2 than
™

Israel National Digital Agency (] MINTN HVINTN TIYN

VIPRY MDD

VIPN DN NIANN
glidlv)

7YY DTN NYON

NN N [710N077 N K1) MNNPNN INXD IR INX — IR XMV NN WNNN OV OINPHN NN 11PN

DYMINNNN N IN TANI XIY» MyW 2,000 DY 11D ¥ DNN TR D30 WX ,PODN > Yy Dpoymn IR
;920 OYIN DINPN N2NN ; VIPRD MION) 19910V 2 PI3Y 2 PYDA VNV YTINN NNVIN SMPY!L OIIIN
2NN NMIPNN TONNA 319190 2 PIY 3.4.1 PYDI ML MMNNPNNNN INY IN NNN L (NNDYD NN NN
TR PR ON G DNXNNA TIPIN DAP> NWITA TV T2 95 15 :9NaY) 31.12.2023-5 ¥ 1.1.2021 0PN
(qON NN MYITa

: DMIPIND VIV PNY

YWIN [ 10177 N XK SWINPHRN AN PYWTIN NS — (R SMPW 1NN YR SYONISPN DN PO
1D ¥ DNK TR 929 TURD ,PO0N YT HY POVIND (11919 2 P99 3.4.2 PYDI VONI) TN PYTIHD INY
290 PYTIN Y 1NN N IN P NNV WISY HY

02-6664666 :)1970 9073523 n*ywin' ,n'7wnnn N ,1 N7 78IM 2N ,'NIRTD 70'A0Th YN

92 TN 35 Ty

A



L4 .
3}23}, ?JLE,'JL'B,}?L’Q - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

: DINYPN VYPI PNY

02Y NV/NIVY mMyv 9991 PN INS YN OV

,22197,(D1N) PNYNY 1N .92¥2 MPOS PAIDY MT) NITY VPR DIDD” MT - PR NIIN IONINTINND - T
T D9VY NADID GNNN PNNIYI NI VPN NONNY P9 ,INUD P2

NN DYOT YPNNN 12IM SNNDINN PNY NIV Y .10

N/YN3N0N N

127 T NMYIN

YTIwna TY 92 /Y9N D2 YD NN N/AUND NN
MY NANY NI/NPT IWUR 2/ NIV
) NNRD NN PANND N/PDY 2D /PNIMNIY INRDY TR D N/ 9901 3.0

NN/0NN 9730 NANINNN MNDI /AN ,)D NYYN/NYY KD DX PIN DWIAPN DIWIYD N/98 TN/
.Yy

MM NN YT 9010 TIND

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 36 Ty



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

) N9
1976 — 75NN , 0NN DN MNPOY PIN 29T 9PN8N
37 oyor]
PN YD) NANN NN I DY D YNINNNY INND a0 )AL RTRIRAT

191199 N N/N89 10 NYYR KDY ON 21N DXVIAPN DOWNYD N/"M0N

(7897 \9NY) oyvLN TPONI N/WNRYH YN
ANWA MY PNSN NNY NS/ TR0

2/2024 990 21919 199 NIHDN MDIRIN YOINTN TIWN DY WPNND WP WSNN DY N3 PNNN YO
(myyann 1onD) NN Y31 Tayn May (Incident Response) IR »my»w npaony

0112391 99V DIYYM 097 D72 NPOYNY TIYWPA NNHAYN 2397 BIPY MYNIN MAIN

PN PND) 1976-1"9WN1N DN DX MNPOY PINAINTTIND 7Pt HYar NN YW INYNRYN Nt PNsNa
AMIN N1)/)229 N 991 1T NN DY IMYNWYN YD NII0IN 7D N/AUNRND MIN .(7D99991398 DI MNPOY

,(D2INN DXNIN NNVLAM PTI XHY NPOYN MOIN) DT DITIIY PIN 290 NAY — 779237 NN DY IMYNYN
PIND 2 PYDA INITHIND MY NYAPY MIRPOY PIYD ,1987-17DWNN DN 1OV PIN 29D IN 1991-NIWN
WOV NADINI NPVNN DOPIPPNN MXNN DY N2Y D) ,2011-27YYNN ,NTIAYN 1T DY NOONN NINY
PN IMND

DRIV DIVIN TOIRN IO YINNN

.3

4

[oNnp nxavpna X o]

("AWANY T 1OND) MYNNN NYIND NINKD TYIND TY MY SNV TNV IPYYNN R PON NP DY) WNHNN
19992 W8N DYLN

NYYIND TVNND MNSY HNX NIY NN MY SNYUN INNI PT PO IWYND POXR NPT DY IN WNNDN
NN TN TY NNINND

NYYIND TVINND NINAD NNX NIY NAYN XD MY NYN TNV PT PO IWYYWNN PONX NPT DY IN WNNIN
VINN TYIND T NNINNRD

MYaNn oy DIVING 8910 N8

[MINNNN N¥aWNa X 1190]

DY MON RY (7AMDT )INY PINY - 19ND) 1998-NIWNN ,MIINN DY DIWIND MMIT PNV PIND 9 PYD MINNN
NN

AMN OYPR XN PENN 5Y MITN NIMDT PNV PIND 9 PYD MNIN

O

O

O

:TIIRNNN NXIVNI X YOOI WITI ,WNNN DY MON N JPNY PIND 9 PYD MNRNNY NIPNI

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 37 Ty



1 1 . -
:.?EZ?I Z‘EL”JJ.‘;& - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

.D>72 100 - NN PIOYN WNNN
NP IN DYT2 100 PrOYN WNNN

(1Y NIXNNN NAWN2 X JH0Y D) WITI XIN INY IN DT 100 PrOyn YSNnnw Hoo]

NYNA DWS OM»NIINN DXMPYM NNNIN NTIAYN TIVN 973100 MY 19992 NIV DI 7D APNNN YNNI
DIV WP NN NYAP OWO — TNSN DTN, NPT YPNY PIND 9 PYD 292 PMAIN DWW

PMIN DIV NPNA DWD DNIIND DXNVYM DNNIN ,NTIAYN TIVND 572100 NNAY 72¥2 IPNNN WNNN
WNNNY NIPHI) YDIVHY DY 1PMAIN DIYHY NPNIN DD DN TN M9 NIT,TMDT )PNY PIND 9 Pyo rab
.07 MI»NNN 1N MDY, MIVPNN 1Y NNWYI T 1) YD 92¥3 2NNN

DXMPYM NNNIN,NTIAYN TIVN 979319 17 NPD 92 T0NY PISNNN PNYN 2YNY 1NNN WSNN
.MIYPNNN TYINN D> 30 TIN,01NIINN

NN DT YPNINN 19IM ONDINN PN OPNY N

N/PN30N NdHN TIND

127 T NYOINR

YTIVNa TIY 91 N/ DY dD N2 NAYND NN
MY NSY NN/NMY IUN /M, NIV
) NNND NN PANND /PYY 2D /PDINTAIY ANRDY [ TOWVIN O NN/ 9900 1.0
NR/ONM 577 N/ANINKN NN /YN )0 NYYN/NYY XD DX PINA DWNIAPN DXUNIYD N/N9N 7PIN/MIM

Oy

MM NNNN Y 990N TIND

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 38 Ty



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

1 - nav)

1976 — Y75UNN , 091258 D9 MNPOY PIN 29D PNYN
[Pt 2y oyvy]
[P0I359 NOV 1I85 W2 — YD Y2 202357 ION 771 NOD) ON]

TPIIN Y2) NNINRN NN 1D DY ¥ YNINNINY INND A NNN NIN
19199 VA N/ PNNN )0 NYYR XD DN 71N DOYIAPN DIWVNYD 177198

272024 9905 21219 1991 NINDN MDINDN DVINTN TIVNI DY IWPNND YWPNN WNNN DY DY PN DY ONIN
(7991177 :19ND) NN YT Ty May (Incident Response) IR »m9rw npaony

ONN 5 YO0 /7 WNNI NPT Yya M wNpa 2 NN
v/ PO DY DY NT PN DIV (VAP DYAr 1 1OND) W8N NP Dya WY,

[I72077 TIN (005

D123 19V DIYYM 091 DIT2IY NPOUYNY IWPA NTAYN 31T BPPY MININ MAIN
PINY 22 PYDA DNITIND — "YYNAY /APt a1 IAYIUPNAD 197 DINNNN YW DMYNPWN Nt PHSN
.1976-179¢UN1 ,0ONDY DN MNPOY

LDNIN N)/P20 NN YD) NON DXNNN DY OMYNYN OO NI2DIN 2D N/IAWND N

,(DOMIN DN NNVLIAM PTI NHY NPOYN NOIN) DT XTI PIN 29D NPIAY — 7NAY” NNNN DY INYHOYN
PIND 2 PYDI INITIND MY NYIAPY MRPOY PNYDY,1987-17DWNN DIDIN IO PIN 29D IN 1991-NIWNN
WOV NADINT NPMNN DOPIPPNN MXNN DY N2Y D) ,2011-27YWNN ,NTIAYN 21T DY NOONN NINY
PINIMND

INIYII DIVIN TINN DN WINNIN

[INNIP N¥avna X o)

("AWANN TN 1OND) MYSNN NYIND PINKD TV TY NIAY SNVN INNI YYNN KXY WNNY 1PN Hya
19902 Y81 DYLH

TV NNINRD NYWIND TN NINAD HNN NIY NOYNY NITAY SNYN NP PT PO $YNN WNNY NPT DYa
NN TIIND

DNINNRD NYYIND TYINN MND NNN NIY NADAN XYY MY SNVN NP PT PO YWNN WD NPIN D3
NN TYIND TN

NN DT OIPANN 19IM ONINN PN PNY M

PN 73201 Y3 071 TINY , PIISDIT TP951 IN D195 ¥ 2

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 39 Ty



NIN7N 702 TN VN B
Gibgll Jlinuall plhi = W

Israel National Digital Agency o]

May (Incident Response) IR »m9'w npaony 2023/2 19510

MIININ TVINTN TIVN

/970300 NNXNN

TINN

P71 1NY WYX

YTIwna TIY 91 N/AN D2 YD M2 N/AUNRD DN
MY NANY NN/NMY IUNR /M, NI
) NNND NN PANND /PYY 2D /PNINTAIY ANRD [ TOWVIN O N/ 9900 3.0

NN/0NNY 973N NANINKND NINDI /YN ,)D NUYNI/NYY XD DN PINA DWNIAPN DXVNIYD N/M98 PN/

nmm NnennN

DY

W 7900 TINN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 7NN 40 Ty



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

71 N2V
790 POY7 THTIN N9 HYT HNN

[N70977 TV 5 1015 20 5y 09T

S PINN

155
MINID JVINTD TIVN

V110 TN My (Incident Response) IR »mM9'W NPOONY 2/2024 9991 231919 19913 122393 : 11130

09051 NINITA /3N POY” NIYN H1¥3D 9373 PNAYN AN NYIN = (1991907 : 1DND) IININ

SYIPOTI AWNRD WD (MYINND POND) SY NIVNN AN DONYPIAD

TIVN YN SW NIYNN INRITD DIWNIYN NN

:2.2-12.1 DY PN MNPHD NN PINND W

MTIWN T DY (NNHNNNA) 1IPOI /1112,31.12.2023 -1 31.12.2022 DD Y801 DY DIXNPO / DMIPIANN DMADIN MMTH 2.1

oy D2 19NN DPANN NAYNN NI MMT
MT .DMINX NIYN ONIT T DY (NHRNNL) 1IPDI 7 1IP1a, DYY WP YV DNPO 7 ©IPIARN D1ADIN MMTH 2.2
oYM D2 19NN DINNN DIPAHN NIYNT ONI

VXYTN 7 20 NMIVN 19N Y915 I ,97)N D NPD /7 DXIP1290 D9057 MINYTN PRYD 1NNV ,01p290 NIYNN MNXIY NYT
(*) 1N POYI” YN HY NP TYNN 12T DONIVAYHD MPID 12D PNY

NV )T NI D) ,0MNPON / DMIP)120N DMDIN MNYT INRHD PRIV NINKIN 223D WD NONINND NINT NODP
W8N NONIN DY 1IN POYY

YMINN NPY DY YN 55V 4 PYDI VNN MPITAN HY DOANN ,INYDY KA XD ,NT ANIN IY NIINN TIIND TY

(**) N POYIY WNNRN DY NP TYNN 22X DOMYNYN MPAD NROYN YTID TY ,WNN0N DY OPOYN 12810 NYID

NIAVN MXIT NOYO HYHOINN POYN 1272 570 (ONIY) NP JPND OXNNAINITIND — 90 POY? 1T NN PNIYD (¥)
ONIvNI

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 41 Ty



1 1 . -
35333 ?Jw:—lllrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency [ ] MINDN HVINTN TIYN

YT PN IN D, DOWTIN 3 -0 MIND 199N DP9 NIYND TN NYT IY NIYNN DX DN TN IND DN ()
.5 -1 4 DYDY

»A9M202

N2WN N

YN

NIV NIYN NI NOYO DY NIVN NI MNIYINY DTNV YT NNN SNDN NYIAPY NTYNN DY DINNL YIAPI T NON @
.2020 720872

JPIAVNTORT TV DY D ) DY DTy @

MNINND MIPIANN DN NNV ONYI NN WIT) |1 PI9D 2.2.4 PYD NYOAITY DNNNA — DY NVND e

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 42 Ty



NIN7N 700N WN Be

oibgll Jligayall pliai = Y 8 ay (Incident Response) IR »m9*w nipaoNy 2023/2 1959
Israel National Digital Agency . MINTN HVINTN TIYN
D NAY)

- 5039 -

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 43 Ty



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

Y NOD)
023293Y TIN) 9TV PP MMIT PPNEN

PN D) NNIXD NN 1D DY 2D YNINHINY INND AN Ja i aTa RO
191199 NI N/N81 )10 NYYN RY ON 21N DONIAPN DOWNYD N1/198

(181307 :191) DYLN TPANI N/WPWNA 2N
DY N PINN NNY NI/THOIN)

272024 9901 Y219 991 NN ININDN YOI TN Tvn oy 1V)Pﬂﬂ7 YP2nN YXNN DV NT PNSN NYIYOIIN
(7399107 :\5ND) MINRSN VTN TN May ( Incident Response) IR smaw npaond

£99 NINTA NN IPIN

[N XU X o]

TN 39N2) INYSNA NIZIN MINKRN NIITNI DXINPN NDT,DO0IVHN NINDT,PNIPN NMDT DY NIN YNNN

VNONI TIONN TNY DY Y WPNNY INYSN WIND NONW 93 TPVAVN NI NNMP KO ,(71923P10 MMt
79”1

2WA0 YN WNNM Y2 YN NYNNY DN YYD NPT IN PRIPN DYDY
ANIXINND OOXMPY NONY MYLN

NIDT NIONN IRXIND YT ) TS MY>AN HYWA DNYID DIPII 1PHA 31907 TIY IX NINADYT MWD 2»NNN YININ
DX2I199N ©XMPYA VINYN IN IYIIN MIAPYI TI9NDN TNHY DY MIYPNNIN IN NYSNIN WA Jnwsd Ip
ANysNa

VNN YT DY INODY PYOIR IN OPDY DIIMIY TN DIWN 19907 19 DY NYSNN NWIND PR OINWT 109M0H
NN NYNNA DX2NYNON

NNINN MNIND NN WININ DY MDWIN NN PIOANY 21NNN 1IN PPOY DY TN DY wwn D»pPY 935
9N NYNND INDN YN NYSN ONX NN

NN DYOT IPANN 1IN ONINN 1IN ONY I

N/Y70300 hdnN TIND

127 T NYIN
YTIwna THY 91 /9N o1 YD NI N/AVYND NN
MY NANSY NI/ IWUR /M NIV
) NNNRN NIR PNIXND 71/PDY D /PNIMNMNY INKD [ TPVIR D N/ 9901 3.0
NN/0NNY 931 NANINKN MNDI /YN )0 NYYNI/NYY KD ONX PINA DWIAPN DIWNYD N/M98 7PN/
Yy

nmm Nnenn Y 990N TIND

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 44 Ty



NIN7N 702 TN VN B
wibgll Jlimall plisi m -

Israel National Digital Agency

May (Incident Response) IR »m9'w npaony 2023/2 19510

MIININ TVINTN TIVN

773 N9Y)
YN NVYIVIA POY WNNN NP 9272 NN YN

NNYD NITHIND NN NVYWIA POY N,

1159
YMINDD HVIVTN TN

AN

DY NYINR

D NN AWNRD [REARIRATAS

.1992 — 2WNN ,DX1900 NN PINY 22 PYDI M

MNT 190N 2) NN NVOVIA NPINNN

nHMN INN No» ov
NSV nInd

: NVYYYN NYYL PN

MNT 190N 1723 NN

22 /D2 NNRD DRNN ONVIOWIA KNNI POYN 2D NN NPINND ("POYn” oND)

NN

VNN OV
.1992-27wn , 0395190 NN PIND

No» ov

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 7NN 45 Ty



1 1 . -
35333 Z‘EL”JJ.}?BQ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

N NI

9799 NMYIN
a5y
NN JVINTD TIVN

(7yr8n” :19nY) ’an )TN

N2MNO N Y Ty nIAN N
S)IPOTI NN N/IAVYNRND

: DNYY MNIN M90N) DPPPAN V80N OV 2NNND) DINND DXINDINN MNY

S 1) : INOVN DY VIV DY N
ST NAYL : M) NIV :TPAN
;NN NIN'T Rviph) (9VRYT
| : INAVYN DY DVIv DY A
ST NOYL : M) NAYL :PON

;NN DT 0P (OINYT

ox Pl N19ANN DNMIN NIYI 7007 x preo] PND 7 4H%3 DIPIINN YN OV 2ONNNY DYINDIN 97N
May ( Incident Response) IR »m9°w NPaoNRY 2/2024 9901 221219 19913 PNV ,WNNN NN MIAOND /2700
NN DYA MYINDNY NYNNN NWIN MIINDD DVINTD TN

: P27 o8/ TNV MVIIT

nmn NN TIND

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 46 Ty



NINTN 700N VN Sa

Libgll Jtgauall pliai m . 3y (Incident Response) IR »m9w npaoNy 202372 1959
Israel National Digital Agency MINDN HVINTN TIYN
70 NAY)
0MINNN 193190 221701
(T9unn mMIHNaN Ma9Y)

[OTTN-)T ©IDTIT 13772 INVNTN PIND D200 IN 9185 W30 5]

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 47 Ty



1 1 L i
:.?EZ;I ?Jma]lrtﬁ T 1y (Incident Response) IR sm 19w npoony 2023/2 1991

Israel National Digital Agency MINDN HVINTN TIYN

4 299

PNADI MIVPNNN NTIN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 48 Ty



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

MIVPHNN ANHN

2024 Uaala¥; D2 DOV ONNIY TINIY
S (719WR1NY 1PND) MO IN NHWNHNN YR TIVN awN DY T MYOIMINDT DTN TIVNI »a
1NN 1819
(PN oNY) (DAY, NN 9.N 190N, 3o
VY 1811

Y910 T9¥n M3y (Incident Response) IR > NPOONY 272024 9901 2am9 1991 DDIY TIVNM DN
; (729MYPWNY 1 PNY) 1VI9 PNY 1.4 PYDI DNITIND DD 110N YNNI VNN ,IIININ

NYSAY N PAYSANY 1DNY) 990D INYSN WD L,TID10N 29H0DNA DININM NPMIND D32 POV INNY ,Po0m DN
; ("povn

919521 INYINIY DMNNIN DY DDINNA,POON DY PININKN MNDI DY THNDNA,NYNNN DY NPN NPT INKDY IINDY
0171990 NTYY NINA 37907 ¥IPDNA DXVNINN MYIITN DINRIND IN> DPPI N MIVPNN NHIN DY N NND
; 1992 NN NYNND PADN NYNNA TIwnn HY

"72P D02 DY KON, T2AYNY TAW P2 DINNIN NTIAYN 0N NINIDNI ROY NN DXNPYN 1D IVONN DITTIM IINN)
, TN YNAWNM 2PNNNN DI DY ,NPTHN MDY NINDNI KOV PORNDNY NINPN DYAD DN PIDN IWNRD ,XPNT
NPOYN DINNN ,1AY DIXMPYN NN D3311D7 DININD NN NT NN 29 DY DIXMPYN 29N AWNNNL NN

; TAYNI T2 ODN NNDNI MIVPNN DIMIDIN DN DNPY 1NN MIVPNN 29 DY

1199979 DYT18N 192 MM BIIN ,ANEN T9%9Y

MIVH9Y MHINID ,0°Na0) ,N)an a1

T HIND TI9) >NY2 PON DXNNN DNPNADI 11907 YINDN 121 N3 NHIND Xann 1.1
DHIND MIYIAD WNY XY 7152 MINHNN DWW 1TV DXHYON MIM>D 1.2

POTIWNN NDND 1IN NIYNRWN INYDD NIDID NIIN 179N 7D ,NTA TN ,NNHIND MINND IRV MDD OHan 1.3
YR TIVNN DY IMEINRD 919D R DXNADID NITY MNPV DI TN ININD DMP 7PV Y90 NIDIN DY 1NN
225N NADIIIN NT NN NINN NN ON NN, AN

72N ,1PNIOI IRNND NN IXRNN P2 (7NHND”) MYNPWN-IT IR/ DNPRNN-N IR DPND DY DIpna 1.4
MTIN 20 MNNPN YD NYTY POY 71PN IR PADN Y12 12W NIPN D2 ,9789 MNNHRNN YN 2D .AHINND NN
MINN P2 NPND IRA PNADII MRNNY NHNT MDD P2 NPND INA DN MMY MIXIN P2 NPND
PADN XY T 5D MINNIND NN MIXNN P2 NPND IR/ )N W1 PIO PIDY MNY IN,NHIND YNIDIA

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 49 Ty



1 1 . -
:.?EZ?I ?Jm:llrtﬁ - .. may (Incident Response) IR smaw npaony 2023/2 1950

Israel National Digital Agency MINDN HVINTN TIYN

90 N0 YOV WITPON 9272 ,2N52 MINNN YAPY NN DY ,2AND2) YTHN 1MIND ,TIVND NNAY MTYOIN NPINNI
AYL 2D DON IN/ TIVNNN YD DX NON DXMPYNN PON D DY INPOON NN 20Y XD PODN ¥, NNTA 9NN
2 MVWYD RN

$INN YITP 29NN 2INON DN NON DTN DXVPAN 1PNY DXONONN OXNNND P NT NNINA

91 7993 YNDA PON DINMNNN PNHADI DY NY 1IN b h i
STIVNRN DV NINND YWNN MY NHIND NN O PAMNN NNINN O
YPIN , NN TPVINY MY NPPDS YO58 ,Mpn 7N Y5 maay 1794 Y1

VPN NP AN, DWAT ,NPNIN LGP N2 INON YN IN Y
ITIV IR/ TINYIY 29 (K) DI MIOINDI NNV NIRND NIXIN ,21NN
PPYIN VY WP () ; MIVPNNN NP TONN2 NYD NYN GON IR
N2 11O ON P2 (H) ;NN PODN NMIAPNNN NN NN DY

IND ON P2 v Nona

( Incident Response) IR >m7ow npaoNy 2/2024 10N >0 19010 gacienl
SINDN DO TIVHD MY

NYNNN DAV (3) ; DXNIVPYN NOIDN VI (2) ; MYSN YINND NINTN (N) 179917 Y9109
(M) ;1N DY NMIND (1) ;(NP9DON NYNNN DAY M) PNID) DY
YINDNN PN DY GIN 1DV PTI INDNAY 19590 MADIN) DIINON
; TPIDTYN INDINA T9910N 29H90NA NIDWN D7OUN MNXNN () ;39900
99 Y51 ,3I1902 INYNN NN PODN WHNY INR/ADN THON 93 (3)
ANYXNA PADN YHINY 295 IN/ 39991 NNDNA TIVNN DD

DXONN¥N 3100 PADN NYSN NNONI VNN IWUR 310N 2I0DN
01 TI9 °N52 PHON DMNNM R NOYID NNIND

19991 Y9001H2 VNN TIVNY PADY PADN YIT) DNMIX OXMPYN K95 ngIMIIUNY
NN (3190H1 91901 2 PI9) DXMPYN NJIDN VNI VIN Y2
MWIPNRIY NNINY NN INK STPY MIID (3719070 19001RY 4 PI9)
YT NNLIANY AYNN PPN DINVY DIPN NN YN NNVINY 1D
DINNA NP IV IMIPY NN NN NIANN NN I OV PN D11
NN YIND G0N INA IR MPY DD 1D 12»0M YPHNN NNLIN
YNNI 791 NHY G, NN VNN PADN YT-DY NNIMY DIMPYN
A3PND 5.3 9y0a MINNN DO MY, NN

DTSN NN) 2

M IN [77229177 NG D5WY] 123/ ROTI/RIN N NN NN TNKY TIVNHN OYLN MIYPNNIN DN
NY 532 MIYPNNN 5NN DX PONND IRV 77 TIVIN (7MIVPNNN 9N 1 1DND) AN /1T DY THOYY
.PODY AN NYTIN NN > DY

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TINN 50 Ty

15

2.1



i i r .
:_?EZR 3&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

Y Y9DON GPINN AN DYTHND INA MIYPNNN NNPN NN PINND MRV PN MIYPNNN DM D 9Ny
Sy DYINN NTIAY NIIT/NTIN IRXN INNDY ,NTIVNN DIIONN DTV DY DTPID NN NON ,NIWPNNN
STIVNN DY NINND YWD T

1Y XD PADN ¥ N2 (PN M8 \IND) [77223177 NS D5wY] 123799 NOT/RIN PADN N/NN)
A3oND 15 Pyva DONAPN DONIND INOD 9I1992) TIVNN HYW AN WNIND NYINI NION NN NN PONNY NV

NN IO 90 P2 ,NHIND NMYPN D2 PADN DY 1NYLN IONNND THDINM MTYDIAN MPNIN M PODN PN
Y9 DY POV MMAMNNT YD VINXY DIW» TINXD ¥ITTH D) DXNIYN NINIAD INT ,MDPWIN DDN0NN V10N
ATV \NIDNA ,ADND

MIVPNNN NAIPN .3

"HAYPHNN NDIPR : 1OND) TIVNN YT-DY NTIND NNINN DN ONN LDV (2) DPNIV XD MIVPNNN NOPN

MY TY DY MIADN MNPNI MIYPNNN NAPN NX TIRNY (7HNIN) NITYHIN NN MDY NNV TIVND
(YN 195 1ASIRNN MDIPH” IN VAINNN NPT :19ND) 510N TOI MIADN DNV (4) YAIN TV NNNX 9D
TN TPSNND NN WNND OXRYY 7Y TIVNN DNV (6) WY DY NHYN XD MIVYPNNN NOPN Y5 Tov 19INa
DY57019N NPNIND YYINN Y T-5Y AN NYYN NIIRNN .01 IN DOMPYIN PHN 220 NN IN PN 19N
199101 NN Y9 HIND 122WN> NOINNT MNPNA YD ,9N2)0 .DXTIDNN NI NYOIRD 91902 ,T9WNN NN 2dND

.DX2INNN DMWY, NN

TIVNY T0HY NI 9PN (K) NN PINND POON 2PNNND ,MYMIND NOINAN MNAPNN IPNY NIPNI
DINNN MOPNY NHNNNA DI, NN NHONI DP9 TIYY YITHY DXMYIIN (2) NN 1Y, NNNN NHON2

29910 MNIANHNNI MINNN .4

SIPYTI,ININ ONOY KON J9IND ,NNTA AONNNDI PIND PION

N2WI DI 1T VPPNY NTNY KD DI INYT 2VINY 1T NVPN KXY TWYN ORIV PTI DIVIN TIRN NI 2D
NN MYT RSN ININPINN ,PPOY 10N ) 1PI NP NPIYAND NNININ IR/ NNIVNHY

A7V 172N IO POADNY D3I ;3710100 MNTIPN DNV I ,0XTIRNN OWID MY NN MIN 1D PN D
Ny 952 PADNN YINTY DI TIWNN .I1DD NNMIYII 19D NNINNA MINND NPNY #PIN NI NIANY NPNX 172NN
NDI NPON-IR D YITIN .NTOINININTNY RTND YT DX PINNN DY DIN PADN YV 15Ty DIV ND) NP
NPOANY N NNNYOVWD INNN )0 MWYD PION YITI 1AW TINNN 03> 30 TINA ,ININD MITY DN
.PADN DY TIVNN DY MIVPNNN

DMININ NNDNAY PNV 29D 3199070 000N WAPIY DXADNN DININM G0N ONIN Y92 7oy NN D
9 DY PIMMIAMNNM DI DY KON NDMID TY DN TNYD TWNDY 731 11912 MIYNI WHNY NYNNA 100V DINDNM)
DN

PTXA W 1Y T NN NMIRIIN 29 DY OXWITIN OIMIPYN NX PADY 1D DXIVARNDT YT 1NPONN DY 1N D
5551 19991 NN VNN DM PYN NN PADY DIVINNT DINYIIN DIYNNND ,DTRN M YN, 00990
5y PNMIAONNN YD YW NI MDD 1Y 1INV NPNY 1DV NYNY 091 DXMPYN NDION VINIY N NN

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TIN0 51 Ty

2.2

31

3.2

3.3

4.1

4.2

4.3

4.4



NIN7N 702 TN VN Sa

ool Jlimnll phi = @ 3y (Incident Response) IR »m9w npaoNy 202372 1959
Israel National Digital Agency ] MINDN HVINTN TIYN
NN

,NINK DO YD IN ITID DNDN X DN LPT NN MIID ONYID NYNIN INA NYIN NN D PR
, 7NN MDPNNN MY ,MANNN DD O N PADN ;19 DY PIMIAYNNN WX NN IMIVPNND
1790 DIV, 1 DY PIMIMNNT VI IR DT DN DY INKDINN PRI DT DN 1 DY PIIMIONNND NTIIND
JT-P09 NN L,IPN MY PT DD S NI9N N/ NINK MANNN INA DN DY

VP2 MINANM DM20NN DI NN PT2Y YYD ¥ ; DXMPYN 1NN YT P0IADIN Y NN DI NN PTY 5P D
MXNNY DORNNA OIMPYN 1NN TIXY NN MIRD YTNIN NYIAPD NDINNY D WNT> 2 ; DOMPYN 1NN DY
TP XD NIPN 922501 ; TYOIN ININN INPINNDY POY NHLIN VI PT YD MNNND DRNND) 952 NHIND
NPINK TIVNN DY DP0NY NN DY INA NN VNI PODN NIMANNNN YN IN/I VNN DN YTHIN NPONI
RO \7Ph

MNNNY 19IND JNA XD ;1IN IINDN NN Y MDY YN MY, PV TIVNN 2998 XIDN NN AN D
9 DY PRIMIMNNT DI HY NIXIN MIYIN NN OIMPYN 1NN MO NMMYNWYNN DI NN MIXPN DY 2y
MIOVWNM DXNPYN 1NN NPVIADIN PTN NMINNN,IIINN YIPDNI VNN YTNIN : DT PRYY MDY, NHND
DYMPYN NI BN DIPIN ,DOMPYN 1NN NIION MW ,DOMPYN DY WP IDIV»HD MYyann
NN PTAY INRD D ; DIMPYN 1NN TIXD Y0IA5TN 0N YPDY IN YN YN PVIVN NN DI 1), DNMDN)
199101 YNDNY DRNNA DXNYPYN NPADN M MIPDNY WIN 10D N8NV NIDN NN NPT YD Y82 ININD
9 DY PIMIPNNN DD NINM NINDND NNINN NIPYN ,(1OND NNITIND) NNNN M), TPYYNI IVAN NN
WP IV N0 PN DON ,MYO D MOYNIN PRVINT YN 7T 19 1IN MNDA I9INI NN INNN NI ,NNIND
S195

MY Y95 NNDN NPINKI XYW NIN ), TIVNIN DI NHIND 9 DY PNIIAONND MINIAD Y TYOAN ININND NI D
MOON NYND MIATD,(TIVNN T DY IWINOY DI NYOW D) 110YLN NIVN 1920 N0 1NIYLNI DAY D DD HY
VINAD AUPA PODN NPINND NNNT INK XY 9D TrAYN-T2 YON> ,MI9N ,00P3 00N MNMY ,NTayn
.NINN Y9-5Y PIMNIONNN

INAY TPMIN DI, DOMPYN VIND NNDNI HINYVN M IN/ MIYPNNN DI Y8 INMN ,MPIANY D N 1D
12D, NNPIAOYNNIN NON DN, 1IYVN 20 53 IN/ PADY 1YL M DI IR TIVNN PIYY NN IR/ IRIIN
9INYD IR/ P10 NN DY DN MY XD NIPN DY, TIWNN DYLNI NINNN IR NYT NN OIMNNN DPN DNV D)
YR 1NYLN M DI 2955 N/ TIYNN 2995 NPTYDAN NIRDNN ,NPYIT INPINKD INA PIMIDNNNN POON NN

DOV TN 53955 IR/ PADN 955 MNWHD NPINK NIYLN M) DY IN/ TIVNN DY DPOND N/ NIND DY

YITTN 19IND 1IN KON NN ,NNIND NIPNIN NXRIPY IN/Y 39901 NNON TIVND PIDN 100 IMN YN 9 2D
NIND 9 DY INPINNRD YD YTII NNINXD YTNHN NPONA PR D) PADN DY PIMNINNNN XIN VNI

O YT NI INY MIYPNND ONIN 11 9PN YIPP YNNI DTN PIMIINNM PININSIY 1D NP D
N2 9w v bo by anoa

[=222) 81470 .5

2 P79 MXNM 9992 NHIND MXNNY ORNNA ,DOYD 1.5 PYDA ONITHND OXMIPYN NN PIDY 2»NNN PN
21N 19INDY NDWN MINA 51OM ,NYD NYN 1D NIMY 29D, TIVNN NPMIND) VI DXMPYN NYIDN VIN
ANy,

02-6664666 :j1970 9073523 n'7win' ,n7wnna Nt ,1 717 78N 21NN MR 70T YN

92 TN 52 Ty

4.5

4.6

4.7

4.8

4.9

4.10

4.11

51



1 1 . -
fﬂ;} 3‘&;,?& - '. svay (Incident Response) IR »m2w nipaory 2023/2 14510

Israel National Digital Agency MINDN HVINTN TIYN

NN TONSPHRN NN ,NTPYI ,NNNNI ,IVPL ,NMIPDNL ONNPNRN MNISN NIYININD WS DOMPYN
TMNXN AN PODN MNIV T NPINNI XY PODN ,ININD NNDN . TIVNN DY NNDNN NN MYV In»a
YNID TN DY DIWITIN DXNYIINM YN, PDNN ,DXARWNN ,JIIN DI NN TIVNN MIYID YTV 1NDYON WISPNN

ATYIN2) INIDND PNNND AN DONPYN NN

MINAY IPTYOAN NRDN NPINNI PODN XYM NN TI9) YN PHNDY DXNPYN NIXID PMNIPNNN NINDNA
S POOPYA N PN TINI WOV ,NYPN ,TION YD S INavn DY DIDYN WATIN DD NPSDN Mo Do
.DNVPYN NINIAD

NTNY DYD YITIN DTN NID DI PIDY INA MNYT INIVN DY Y PIDN 290 NNIND NPHYIN WD Dan
DNPADN IN/ DVINIY ,1YPY DI PADN NI D Y8 19), TN INIDNI,NTIND 29 DY PIMI»NNN XIDNI
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99 MM ,1967 — 7AVUNN 0003090 PIN 29Y MY ,2007-N7DWNN 029810 MIT PIN 29Y MM MavY
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955) 2007-N7OWNN D18 MDY PIND 35 PYOH DORNNA NINN IHIDN NN IO DY NNINN D PNINN

S22 WP XINY NI PR DN MYV DI MDYNDN PNYINI YN 71P77 191 IR NN, (ONY
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DTYOAN INYT NPOYS DRNNA,MAIWN DX LIND TIVNN IRYI 050NN MINMND
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2T 95 59-5Y N/ NIND 29D TIWNN YT NIYIYW NINK MDT Y2 Y97 XD NT YD NIND

TYOINY ,MNN OX,MOIND M0 ,MIYPNNN NNPN OIN INKRD POOD MAIWYN 1IMN ,MAIWYN NVIIN N
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SNMNN DY N0 D991 AUNIN INIDNY ,MIYPNNN 297591 1991 DT PPV
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D9 IR/ IRAY NPTN MY DN AUR YN YD MNINRN NPHDI YD 5211 M L1010 INKD IN DOMIPYN
,NPINDND MZNY PIND WNYNI MINDND TIO XINY YN MDY 07NN TR DI DY 1mnyovn 1 INA INK DI
T 99 5y MONY WY YN IN HYIN NONA RINY YN VYNY 1999 -V VNN

NPTIOA OONINPNT MTION N YTIRN DX NPY NNV IN INYLNI SYY DTN D) XIN 1D ,21NNN PN
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NYPYOO2 YNAY Y521 ,P90 Y01 WNY .TI910N NIV DXNIPYN NPION TNND P IN YINdY DN YY) NVOMN
YNNI NN OTN 92 DY NXANY IN NONY WTINY ,2YND , 00999 XD 2»NNN ,INYON M DI Pa0N ,NNIND
LDMONNPNT MTION NN IR

INYAND INIPIAYND ,YTININ IR DD OIXYI DN NNYLVN DIIYAN WOV TN MM MWNN NDAP ,PI0N
NN DIPON YINY YN WYINOY DD IV KD 19) 191D INNDY MAIYPNNN NOPN Y TONNA DTN D Ny MY

11902 LNOND DMPYN NN DXPIDHNN MYLH DTN 9 PTAW Y9¥W ToY INT 1D PODN 2PNNN )0 MO
NINNN Y T2 DWY DNN> PADM I MAPNNN MXNN NN IDNPY IWIN) 11909 NoNY TIT 991 DNWPM
DPT0 NPHYY MA»NNN

99 AN TIVND DAY DN YNNI LYY D NN PODN , TI90N MNIN Y9 DY DINMPYN NN NNOWN DY
DYDNDNN I NYYIY TIDY D3 19) 573N NYIITN DY WP PADY 100V INWID INKR ININ IN/ DIDINDNN
MPIvNN N/ DINDNT IR IDIND I XINY ND 950 DIPN IN/) PNYN PO0N YT INYY KD . NNIND 1IN

STIVNN NND AN NYOIR RID 97N NYIITO OMNYPN (NIMNIVPONR TR MY XINY N0 HON)

DNINDT DOMTN TIVN PNVIAN DY NNNVNN P T-DY INDNIY PNVLIAN ININD DINAD P PTNY) PION

NPNY NN MY NPON 71272 INK PT DI ARNM 1977-375UNN PYIYN PIN DX RIP 2D ,PNNND NN
YN MY TID NIY |, TIVNN DY NN DY INPH MDN,1POY NHVIND NAIND Y NINIY,0PNHYY MTID
PNNM I .PADY THOM 7P XOYW DTN PTI MODND XOY MYT MONY XOVW NN ,NHIND NINA APy PON
DOWNYD NN P ,ININD PIND MINNNND IRDN IR PRPIAONNND INN XINd XD ON M Y DY 1n/Nn
72 ©OIPN

: DNVWO NY 1977-35wNn , PYNYN PINY 118-1 91 DX9OYOY MINNM 17NN 2D NIV

V19 MIND .91

DT> OXDI1NN DNN PON IN XN ,NINDI ,9ND ,NND0 ,NAION ,NNON D) ,NND) NPRY NYT> MY - "Ry T
;WO NPN YNV OMWUYN IN

N2 NYYN NOVY DY IITHY DIPN ;NPDN DI MDY MMNI NP0 P DY NPOHN MIAIY - "NPoN”
T2 MOND KDY NMND NNMIND DTNN IN IOUY WV NNNIDN

ANN NI9N3 M) .118

1958-n>wn |, [29IWN NDN] NPTHN IPN PIN IMYNDYNII 1PI123 G0 DY IN NPTIN OY NN DY OTN 7N (N)
DY PTI MOND KO 7010 XINL,NTHIND VIV 2PY POR IWPY MYT TID2 NHIYO MIA»NNND ¥ NN,
NN MY 90NN - T ,NDAPY TR0 N ROY DTND NNND

NIV NN T RN OINY ; NHIND VIN DYDY |, PADI IN T ,PONNY 2D MIAID - 7NN HY2” ;MY Pyo1 (3)
.29 DINA NY TN NN TN RINYI TID IR MYIT> NPYI MIAPNNNN DY YT NV NT PYD 295 DUNID

NYNNN

MNYIN MNNNN DX OMPY 2PNNN NN 1IN NX YNIAN ,NT NADIA MNINRD NN ONXIP I ,1NNN NN DN
IYPIN/A DT NN 290 PNMAONNN YIND XTI TINPDY MIVIN TWUR IR YT P AUNR MY TN DI OH 1T 2
STID2 NN YT 9D DY NNV 2PNNN IR NPTID PN HNY

{Po0N DYV NYINNN /MY NPINN] DINNTD DY VANNRA TIRIN
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MY 17797 NYT 090
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nINN YNANN OY | MY NN | MY ON | MINA MY | MINdA PPIND
y§aNnn INYAY NTIAY nY'1N) maPun
(oo

YTHY 2PNNN MIN,INN ONDOYNNI TIYNL POYINI INPY DIN ON .INNINIWNND TIVNOIT DY POVNIN NPN L)
DTHN 19IN TIVNN NN NN
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71 N9Y)
Y77 HNVANY 9220 NAD)

N9 N9 — NHYNNN PO HY 929702 NN Y1910 HNVARD NPINN - NAD)

$NTODVY ANV MDA .1

NPTIDAIN NNNNN,TIIIVANT MIXIT, NPT YNAY DY IWN (incident) YI7PN — DNVIAR W PN 1.1
DNAY, TNV IN YN OINND ,MDN,NIIN DY 1D MPANDNN TIP IN MIIWN DY, TIwnn DY y1nn
920 NYYPN MY Y321 ,050N1 YIN TNND WIDYW NWIY PADN

9200 NHND DTN PO YR MM 210 SVNI PRINN NN DNINN OINVN — DN O 1.2
INL(270D0) PNHVIAN TIVHNI PNVIAN DY NN PPINDD DO TIVNHIA (72771 1PND) NHWNNI
DNINDT 920N TN

YPNNN NNNNI Y YN G0N — NI 1.3

JPOY TYNN ,NVOPN ,0ID ,NNNN DTN ,10IN VI ,NTIY,)IN ,NION ,NINON ,THON 9D — YN .1.4
NINY ND D0 MNONDV SYNNIND PADN T DY TN IR 1IN TN, NPND TP ,NYT NN

L PRINN NTIAY NN OIYDD TIT2 WaAWD IN YNAY Y15 INWNI ¥ GUN PRTNN DY YN — VWX YN 1.5
DN YR PRYIN DY YT DOV NYND I, NDUWNNN IN PHRYIN YT DY DIPNDNN OXMIPYIA YD
,DNIPNN PVILIV , DOV NTIAY XONN ,0>TIW IN DXNIIN DY SWIN YN MY D952 555N NoN)
IN PNRIIN MDIWYN DY PNION MINON ,PHRYIN MDY DY NMIDIM NPHN TP ,INVIN MIIYN NNN
PO0N YTY ,DNNDN DI 2D YN NN MINTIN OYNIN IVIDIYY MNNMND MOIWN Y
PRI YT DY ATHIPY NN YN D) MOV IN 1IN DV

NN INOYHIN VNN GIND ONOWNNN WIIN HNPN — WD SN 1.6

(OND TAN —NPN MPY 1.7
INTOM PPNN OTIPON TYUN INIY DTN YIVIM MNNRND PRI T DY Dpaonn oomdy .1.7.1

PYNRN MDOYAD IN NATND PN DINNY YOMIP NN

DUNNN IN PHRINN DV PPNN ITIPOND WITIN PN Yy My 1.7.2

IN INVIND OYNAN NN NPYY IN YD 1PDIN IRNIND XN IWUN DNVIAX PN — 12”0 NPPN .1.8
NNMP NWIIN DN IN VTN IN MDY DY YNND ,WIDY DOV PRYIN IN PION DNAY NIPAN
PRI HONMY DY IN THPYIN XD NIWYN ,INOY PIDY 90T )TN ,0INY D10 11D
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Whs 2

,A0N2 TIYPNNN NINDNI VIR 12X IN 1IANNY YTNRN NNVINR DY YTYOIN ININKD M Pavn .2.1
DYMPYN NPADN TIXD IMN NWNRWNT NIIND NN, MDA NNVIN DY ININNK M7 PION
NTRY TN PPAM qOIVN ONIPIN Y (integrity) OMPNIN ,OMPPN DY ,PRIND DMIIND N
DOYNNNRN D NTIM GOV 19IND NDNVIND OYNAN NN JITY) PION DY WX MIN2 PAON
DY PNN DOXVITHVDA DITMYY DMDTY DN YPNN NNVIAND DIVNYNN DMIHNNN DPNONOVN
.0NNa

PNRINN DY NIYI NNPY DY PIDN OXI0) ,NT DV 29 DY PMAINT NTNY TNXDY, IR NIDODIN 2.2
DRIV NHWNN DY NMIYPNN DY PPN NN TNKD HOM ,NT DV LNND

DV OXNNA PODN MAIND TWNA 7179 D35 NAINDN 1PN NN DN PPANN DY IN PAON D7om 2.3
PRYA0 AND2 T DY WTIN 1NIYLN INK PN NN DN NIN ,)OND 15 PYDa VNN MY

55555 DYO0N 12, INAVN DY 2D JAT P92 19901 TNY YT DY INSNDIY OMPOY JPNY 2»NNN paon 2.4
NPOANY NP NN ,DO0NN DY MTID N9 127N NN T30 AT P92 INRD DNPD JPN NoW
MDY 1952 MIVPNN

PMOIWNI PRT PHRIND DY WY YT TIY DI 1IN 1Y DIV 29D PION MIN 2.5

N1 NN .3
PYDI NNNI) 1210 OYIPN DN ININD 12399) (3.2 PYDA NNND) PNRIND WNIND IPNNN PION 3.1
IUN TNVIAN MPN DI DY MY KOO W12V D HI2) NNIN MYV DI TONNA PIYIRD OTPNL (3.3
,DO0NN NI PIMNIONNND TINYD N DY WAUND N0Y IN PHRYIN DY MIIWN X YN 190N
: DONIN DOWYPNN DY 9290 ONPN 910D ININD 199109) 1IN0 YT 1VI92)
IN YT DY IVIDWY IN PHRTHY NYPN YN 9970 INXIN TYN 120 NYPN IX DNLVAR PR .3.1.1
Nahidhal aip)
MDIYNI ,PHRTNN MDIWNI NP0 NXAND 51VY TUN 121D NIPN 1PDN N NNVIN MR .3.1.2
AMNX YRR TIP2IX PRINDN DY YN N0 MPNOND
NN DY YN GIORD INTVN TYN 121D NHPN PO IN INVIR PR .3.1.3
£ )9NY DVNN TYUN PNIND DY WP YOI MYNNINI WY PRTHY MPTN 3.2

: DONAN OYNNNRAN TAN NWY (CERT) 9290 »W171X 51100 Y8IRD 1990 My»TN 3.3
.119 99092 1220 MWNPR D110 3NN 1IN INPN 0NN 3.3.1
119@cyber.gov.il : MMIVPINN INYVTN MyNNNa e .3.3.2
MYNIND DY 1290 SPR D110 IXIND 1270 PRINY WTIND PION DY D00 DNNRD 01PN 3.4
,20MD9N YN YYD NN PODN 792 PR BN D) DINH NT NN .NT YN DN GO VI D OV VIPNN
MINSY 51955 NMIPTN DY .10 HPNINDY ITEN 9208PY ¥ 191Y OXNNA PHNT NN 12TYY 1979 I
: DINAN DYV NN

D10 VIPRN DY NN IIIN PN IMYNIND 1IN WPRD DWHOHDD won .3.4.1

NOOWNN IYINI PN DINAY TIXY YTH JI9INI DOLVPNN DOYSNNM ,WPNL D1VN PN .3.4.2
STHNRN PN NNVA

9PN TN PN IWIN IWN MOWwnN .3.4.3
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9PNY TN TPV IN VN 0T N RN .3.4.4
SNXOVINDT YT D) NPPNN NX WYY MYOINN ,NPNN YT M .3.4.5
SPRYAION DWYPR NI NYIND NRpNNn Nows .3.4.6
SYPNRD MDD TNNY,PRYIN 2 DY UATHY INR YN DY .3.4.7

NS MUNYNIN PO MDIVNID SOMDIN YHRY DaNN DHYY 3.2 - 3.1 ©¥YDI NVNMND NMPTH NN 3.5
DYNVYP MND2 DN IN MNP DY YN NI YITI XD ,WNT YN MPITNN IN PRYND DOMIPY
.DMNN

MNNPHN NNPa 4
MW7 552 POON NTHRY MTIN DY THPNNPN NNPYA,INNN YO0 NIYY NNN,YNAD SNYI 7T PN 4.1
DINONA L, YNANN N NNPOA . PNRYID OONPYN NPODN DY MYNN 9210M NPVIIN LY PHN NN
MM YN NNVIAND TIDNN MYIITI PODN NTHY IPIN DY DIMPTY MNT NYPA DY 7172 ,UNRIN

PRYIN YT DY ATHIPY DINTN MY DRNNA OXMPTN MNYITH NN YN POON DY .91»0

DNNNN OXMIPYIL IN IOV NTIAYN 1PDNNA NYNAD YUN YN NI2YN ¥ D NIAD PIDNV YId 4.2
DINOD TIIXD PNRTND MDY, MMINIPNNNID XY NPADI NMDYA N1 NNV IN DY DINKRD MNMPHD
DMPPAN I N

9290 NYPNY YUN MAPYI NNPA 5
N DXMPYN NPION DY YAVUNT 21D NOPND YYN MIAPYI NNPOA YNNI ORWIY 7P Poinn 5.1
1912 DXVNANN DINTDNN TANRD DNXNNA,PRTND DIININD
PODN MITTINNN DY NNPXA —'N9Won 5.1.1

NYPN DY PADN MTTINNM JOIN 22)D VIV N THON DI WITVTY OXWI P ponn .5.1.1.1
G0 DX TIWNY NI DY YITIN INK YN DI IN DO 3.1 PYyDa VNN 121N
JPR1NY DMININN IN DINIPYN NPOON HY NYOSWNN

SV PMOIYN N0 N2 IN NPT DI YNIY PIDNN WITVTY ONYY M pownn .5.1.1.2
VYN OYP PNIAD NN DY IN NPNN NN TNND DOXMPYN NN MVNWNN PION
NN O 999 112YND PRI YT NRIN T NPT TNND PODD 12NV Y110 DI .INND
PRINN MYOIN NOY

DY DOM0 DXYDI NNIN YT PN D RN , NN OIND OY MXYINNA, PRnnw 955 .5.1.1.3
TITHY IN,PNIND DY YN IN MIIWNN NN DX NPION NNKI NPVIND 1IN
MAPYOIRYI PRI PN, 071N DXNPY DY YAV 17 WU MTPRIIN W YN
VNN /2 DIVDN INNIND P VIR NPVN TYNN ,PODN NTIAYD 2aApNa »
9N9 5.1.2 Pyoa

VIPND OY MTTIHNNA PPVIN DY YO —2A5%on 5.1.2

LTY0IN INYT JIPAYD DRNNY PRYIN NVONND 952 PIN NT 7DONI MMy .5.1.2.1
,5.1.1.3 9¥yD2 DXVNANN DXIPN LYNY ,PADN DY AN NYNN NNIDN 9190
.PADN YV NYNAN NNIDN WITN XD DNV
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DY MYSNNIY PY 19IND 1PN MOLNNT MDD VIN’AL PIDY YO PN .5.1.2.2
212VN YY) PNRYIN MYID DX T0IVN
DN NPIONRD IN DXMPYN INND MVIND PION MIIWN NP>Ta .5.1.2.2.1
PRI ININY OMNDON N DPIN NPITA 5.1.2.2.2
NVIANND VPN DY MTTHINNNAYPO  .5.1.2.2.3
MPYN NN DY NNYIV IWINY MDIWNN ,NPNMN 1IN PNAX  .5.1.2.2.4
PRI INIMY DMDDN DY DNV DOVNN DX YNND DMIT NPNA .5.1.2.2.5
29191 19N DD DNNND DIIVTN 2T PO NN NI
AVIN PODNVY 9 .PADN MNIINNKN YN ON NPNAND T2 PHRINN T DY yroa pr .5.1.2.3
POY T DY DNINNIN DIMPY IN INVIND NN YN NMIVY NDNDN PNINY
PRV PXIY NYNN NN TO HY WINND
PNAN TNXY YATI YN 9D IMYAY DHRYY PHRITNND MYAIT DY INDID 209D NOWI GNY> Pavn 5.2
YTIID DAY DT YN .OYPNND KD NN WX D NTND 1IN HY IN INVIND YIPX DY MTTHINNM
MMPY DY YN N NI, PNRTID DINPY INNY MYNWYNN MDIWNN IN PIVIN MOIVNY OIMNMDIN
.DMINN ONYP YNDA DININ IN
1OV NTIAYN 129NN NYHOY WYN NNPIAN YINOT JI9INT IN YTHIN NIYNL WY 1D 2D PODNVY DI 5.3
OIN DINON TNXD NHWNNN YIIN DN HNIND M 1oYW DINNND MMPYD D)N)ON DOMPYI IN
NN NI

YN DNVAN PN HNPN ,PIN MYIITA NPNRY .6
NI YD 52D NNIRD NPHDIN N DN NPVLIADIN MYITN D52 TINYd Paon Sy 55955 6.1
DNDNI MOLNINN MINKIY YTHRN NNVIX MYOIT 93 DY MY’ PNDNN MY ,PADN NMMNAPNNN
1912 ©XONHNRN NPNINM DIPNN ,NNPNN ,DXPINN DY INP NIDTYN DNNTIN)
1PIPY DN NMDT PIN,D3WNNN PIN 1ND) MIAYNIND MIIYNID 0) ONMNNN PIN DI MNMN .6.1.1
(27151 M"

995 NPAONRN NIVIY 9113 B 1IN A 11593 901 PaDN MYIIT — NPADN NIYAIY YN MWIITa Ny .7
STYVUNN Y YAy
POON NIWAY DNN DY (NINXM PORY 1D ) B Nny M Ta 1inyd paondy 7.1
JON DYOIND DN YT MDDION ,NPNIYNN N/ MIDIWNNN DINN/YTII NIRSIN IWWaNNn 8D .7.1.1
TOONND NYIR NDAPY YRIN DINNA Y1 1270 ,Log 2P NIRIND 1IN NI1ON O»P)Y N1 .7.1.2
PYY INN PPN HYI IN 2777172 9220 NP 02 DINN DI MY, XXINN YTNRN NN IRNINN
STIVNRN MY
T2 30, MPYN NN DY 12»DN NN PV DD NN VI PNNY PIDN DY, TIVNN NYIITI OXNNA 7.2
: DN DXV VI M2 HDI DY NIIWNN NN T2 1N YTHN NNN
DYONN MIAID (NP MO YN - 2IP /YT DY YN MAD) YTNIN NN NNVPYIIN .7.2.1
: DYNIN
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DYVNN MAI,(NIPY MV YN - 2P ,/YTNRN DY YT MAD) YTNIN NN NNVPYVIIIN .7.2.2
: DONIN

PV PINH MYTI NNYN YN PON .7.2.3

.METADATA »02>n m277,nyNN2) MY ,NNNNIA YR NN .7.2.4

MDTIN MY NMIN L7.2.5

YNRY DY) MIRYIN YDOPIYINY XTPNVN NN NTNY .7.2.6

.DOYN DMV NN /MANN NN . 7.2.7

VYN DY MTTINNN 22DV YN 190N NINIPY NPHY .7.2.8

ANVANN NYAN .8
AP FLIHI YN NNVIN NPT 120N NN NPT YINDN NN PINY MPYN POy 8.1
INID DOHDON MNNDID NPIPTH ;EUHRLA- RN PMSIR-RPIHI VNN NITY 1PN ,MRvans
STIVNA 920N NNNN TIVND DY Y RN NNVIAX NPT 97y HON — 1OIN MP>T2
NN NOLIND NIVHNI I P2 ,YTNRN NNVINI T2O0N NNN MNIPY IR DYHY MPYN PI0 DY 8.2
: DINAN DYV, NTIPONN MNIN
VTR MOIWNN My .8.2.1
VTN MOIWNN M»Pnt .8.2.2
.MOIYNN MN) MIAIY ,yPHn on .8.2.3
510 ITAYN YPYNN INWYY DININ PWNN 51N DININ MNIPYN NN DY NYPYN POD ,TNSD ONNNa 8.3
£)9N2TD, D9 NN 12N MIIWNN
N oy — Identification .8.3.1
M nn—Verification .8.3.2
M2YaN 9NN MPYY NDNON TONINI MNTINM MNTN 299 N8N — Authentication .8.3.3
PDVINNND
ToNN MPYO NONON TONNL MNTINM MM VINOR MIYNR PYNN — Authorization .8.3.4
JPDVINNRN MDYIN
22259 955 ornNNa NYr) NP2 — Access control .8.3.5
Y70 NN — Reliability .8.3.6
(M9xN) v YN DY NN L,y TNN Pon/n»mo — Confidentiality .8.3.7
V7NN Mnovw — Data integrity .8.3.8
.Mwnonn ny»n — Non-repudiation .8.3.9
MV, 0, wn — Log, Audit, Monitor .8.3.10
YN 2NN 11D DIOHWN DN I NPIVD plug-in 195 ) T TP WIDOYW HOWHY T8 N 8.4
STIVNA 9202 NN TIVNL NPXPIYAN NNVIAN DINN DY YRIN
NOVA NOTIWNN (Linux N Windows) D¥NIWS NISTY NOYON MIIYNI WHNYND INNN PIDN 8.5
, TI9YAN NN NITY NPT TPIY DIRDV MPNN NPPTH DY PADN .INN DM TYN NNVINND
STIWNN NYMINY DORNNA
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" MINTN SOINTN TI9N0

nONY NN
GOIVY PTO 19INT WNIN YN NNVIN INITYI NYYIN MIIYNI MNITY : DOVIIP MINN MNDTY NI 9.1
STIVNN DX NYIND
YN YTNN NNVIANX Y512 1D 11902 VNV 29D Y NN NNVIN MYOIT DI TINY MPYN POD 9.2
TIVNN NMOMIND ORNN2 OONNPN NP MIPDY JOIM MPTN MP T2 D10 PNINDH YOI TIVN
oY TN N2 HOVD YN NNLIAN MNIO DD OPP YNND PODN DY .5.1.5 PYD HND NN DNNNA
PPV D90 OMPOYDN DD NidM YNNI NNVIAN MIPN YD NOWNNN N1IDN D915, 11D
NYITY ORNND DIPND) INSDOY MY 7/ NIYIIN 7 MPYD D5 DY TIwnNn NN YO 1»NNN poon 9.3
STIVNn
2”1 YPWNNS MIANNNN NYA (SSO) wHNWNn SY NTINK MINTIN N1 Wnnd NN MPYN PI0 9.4
NNYHM
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